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FIFTEEN YEARS ago, a handful of cybersecurity leaders gath-
ered behind closed doors to swap insights on a fast-evolving 
digital landscape. Their candid, technical discussions focused on 
emerging threats, changing regulations, and new technologies. 
What started as a niche forum quickly grew into a vital profes-
sional community that still shapes enterprise security today.

Those early pioneers didn’t just adapt to the rapid transforma-
tion of cybersecurity; they defined it. They set the standards,  
influenced policies, and mentored the next generation of Chief 
Security Officers (CSOs). To honor their contributions, the CSO 
Forum launched the "Pioneering CSOs" accolade, a recognition 
designed to celebrate those who have pushed the boundaries of 
the profession.

Historically, the CSO Forum has been cautious about awarding 
honors. Not because there aren’t worthy candidates, but because 
evaluating cybersecurity success isn’t as simple as reviewing 
project outcomes. Yet, some professionals have left such an 
undeniable mark on the industry that their contributions deserve 
acknowledgment. Enter the "CSO Samman," an honor (not an 
award) recognizing unsung cyber warriors who have quietly but 
profoundly shaped the field. This year’s honorees, chosen by an 
esteemed panel of peers, are featured in this edition.

At the other end of the spectrum, the CSO Forum’s "NextCSO" 
award looks ahead, spotlighting the rising stars poised to take on 
the next wave of cybersecurity challenges. These emerging lead-
ers, selected for their potential, represent the future of enterprise 
security. We celebrate their achievements today as they prepare 
to lead tomorrow.

Together, the CSO Samman and the NextCSO awards encom-
pass the profession—one honoring the pioneers who built the 
industry, the other recognizing those who will carry it forward. 
Excellence defines both. And at the CSO Forum, we are proud to 
stand alongside them on this journey. 

Honoring the 
guardians of 
cybersecurity

Together, the CSO 
Samman and the 
NextCSO awards 
encompass the pro-
fession—one honor-
ing the pioneers who 
built the industry, 
the other recognizing 
those who will carry 
it forward.

R. Giridhar 
Group Editor, 9.9 Group
r.giridhar@9dot9.in
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Vivriti Capital appoints Sara-
vanakumar Krishnamurthy as 
CISO

Saravanakumar Krishnamur-
thy has been appointed as the 
Chief Information Security Offi-
cer at Vivriti Capital. Previously, 
he served as the Executive Vice 
President of Technology Engi-
neering – IT, Network & Cyber 
Security at YES Bank. Over the 
course of his career, he has also 
held key roles at KLA-Tencor, 
Scope International, Tech Mahin-
dra, Wipro Technologies, Veeras 
Infotek, and Hinduja Foundries.

NEXT100 Winner Balram 
Choudhary starts a new posi-
tion as SVP – IT & CISO at ASK 
Investment Managers

NEXT100 Winner Balram 
Choudhary has been appointed 
as Senior Vice President (SVP) of 
IT and Chief Information Security 
Officer (CISO) at ASK Investment 
Managers. He previously served 
as the CISO at the same company. 
Prior to that, he held roles at BOB 
Financial Solutions, RBL Bank, 
Reliance Life Insurance, Mantech 
Computer Services Limited, and 
IL&FS Technology.

Dr. Devam R Shah joins Locus 
as CISO and DPO

Dr. Devam R. Shah has joined 
Locus as Chief Information Secu-
rity Officer (CISO) and Data Pro-
tection Officer (DPO). Previously, 
he served as the CISO and Head 
of IT at Techmint. Over the course 
of his career, he has been associ-
ated with Kennesaw State Uni-
versity, Great Learning, ER Tech 
Pros, Meditab Software, TCS, 
iFour Technolab, G Auto, and IBM.

Ramesh Gurram appointed 
as Chief Information Secu-
rity Officer at Bombay Stock 
Exchange

Ramesh Gurram has been 
appointed Chief Information 
Security Officer at Bombay Stock 
Exchange. With over 20 years 
of experience, he was previ-
ously CISO at Multi Commodity 
Exchange and Chief Information 
Security Manager at Bank of 
Baroda. At SBI, he led cyberse-
curity initiatives. Ramesh began 
his career in the Indian Air Force, 
overseeing IT security, disaster 
recovery, and audits.

Amit Ghodekar joins Aramex 
as Global CISO

Amit Ghodekar has joined Ara-
mex as Global Chief Information 
Security Officer (CISO). Previ-
ously, he was SVP1 – Information 
Security at Axis Bank. Amit has 
held leadership roles at Cover-
More Group, Motilal Oswal Finan-
cial Services, and Angel Broking, 
bringing extensive experience in 
cybersecurity and information 
security management across 
multiple industries.
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Ninad Varadkar starts a new 
position as Sr. Vice President 
& Group CISO at Edelweiss 
Financial Services Limited

Ninad Varadkar has joined Edel-
weiss Financial Services Limited 
as Sr. Vice President & Group 
CISO. With 20+ years of experi-
ence in information security, he 
has led cloud, network, and appli-
cation security initiatives. Previ-
ously, he held leadership roles at 
Ocwen Financial, HDFC Life, and 
Standard Chartered Securities, 
driving digital transformation.

Bhavik Dedhia joins Edel-
weiss Financial Services Lim-
ited as CISO – ECL Finance Ltd

Bhavik Dedhia has joined Edel-
weiss Financial Services as CISO 
– ECL Finance Ltd. Previously, 
he served as CISO at GIC Hous-
ing Finance Ltd. Bhavik brings 
extensive experience in informa-
tion security, having also held 
the position of Deputy Manager 
at BSE India. His expertise spans 
various aspects of cybersecurity 
and risk management.

Amit Patil joins RBL Bank as 
Deputy Chief Information 
Security Officer (CISO)

Amit Patil has joined RBL Bank 
as Deputy Chief Information 
Security Officer (CISO). With 
over 20 years of experience in 
cybersecurity, information secu-
rity governance, and risk man-
agement, Amit has held senior 
leadership roles at organizations 
like Syngene International, IDFC 
FIRST Bank, HDFC Bank, and 
DBS Bank. Throughout his career, 
he has demonstrated expertise in 
cyber defense, regulatory com-
pliance, threat intelligence, and 
third-party risk management.

Kumar Ravi joins TMF Group 
as Chief Information Security 
Officer

Kumar Ravi has joined TMF 
Group as Chief Information Secu-
rity Officer. Previously, he was 
Senior VP & CISO at Teleperfor-
mance, leading cybersecurity 
strategies for India and Global 
Business Services. With over two 
decades of experience, Kumar 
has held leadership roles at EXL 
Service and Wipro, focusing on 
information security, governance, 
business continuity, and cyberse-
curity frameworks.

Shivani Arni starts a new 
position as Enterprise CISO at 
Mahindra Group

Shivani Arni has joined Mahin-
dra Group as Enterprise CISO. 
Previously, she was VP – Head 
of Information Security at Tran-
sUnion CIBIL, leading cybersecu-
rity initiatives. With over a decade 
of experience, she has held key 
roles at Ocwen Financial, HDFC 
Bank, KPMG India, Accenture, 
Deloitte, and Genpact. Her exper-
tise includes risk management, 
security audits, compliance, and 
vulnerability assessments.
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Redefining the Future of 
Information Security

The CSO Forum conference 
brought together over 100 
cybersecurity leaders to discuss 
the trends and emerging 
challenges in information security.

Welcome Address by Vikas Gupta, CEO & Editorial 
Director, B2B Tech & Co-Founder, 9.9 Group
He set the tone for the conference by emphasizing that 
security leaders are not just defenders but architects, 
strategists and visionaries in the age of unprecedented 
digital complexity.

By CISO Forum | editor@cisoforum.com
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THE CSO Forum hosted its flagship annual con-
ference on December 18, 2024, at the Jio World 
Convention Centre in Mumbai. With the theme "The 
Future of Information Security," the event brought 
together over 80 senior cybersecurity leaders and 
Chief Information Security Officers (CISOs) from 
across industries to address the evolving challenges 
and opportunities in the ever-changing digital secu-
rity landscape. The conference was hosted in asso-
ciation with Sysdig, Barracuda Networks, Input Zero 
Technologies and ServiceNow.

The agenda featured compelling keynotes on 
critical topics, including planning for post-quan-
tum migration, securing cloud workloads, and 
demystifying advanced cyber defense strategies. 
Complementing these were three insightful panel 
discussions that delved into pressing cybersecurity 
challenges. Panelists examined how AI is reshap-
ing security leadership, the evolving role of security 
leaders as strategic navigators in uncertain times, 
and the potential of data protection to serve as a 
strategic advantage rather than merely a compliance 
requirement.

Key discussions emphasized the importance of 
talent readiness, enhancing threat detection capa-
bilities, and addressing the challenges posed by AI, 
particularly the proliferation of false positives that 
overwhelm security teams and dilute focus. Ses-
sions also explored mitigating biases in AI models, 
ensuring integrity during development, and defining 
accountability in AI-driven decision-making.

The key highlight of the event was the celebra-
tion of industry excellence through the NextCSO 
2024 Awards, honoring rising stars in cybersecurity, 
with 27 of the 29 awardees present. In addition, 
seasoned professionals were celebrated through the 
CSO Samman and Pioneering Cybersecurity Leader 
accolades, recognizing their transformative contribu-
tions to the field. 

Future-proofing security: Dr. Sandeep Shukla, Rajiv & Ritu Batra Chair Profes-
sor in Cyber Security, IIT Kanpur highlights the urgency of post-quantum cryptog-
raphy migration to counter emerging quantum computing threats.

Guardians of Cloud: Simarpreet Singh, Regional Sales Director - India & SAA-
RC, Sysdig unveils the future of cloud security, emphasizing quantum resilience, 
container vulnerabilities, and the power of runtime protection.

Navigating cybersecurity’s evolving landscape: Pranay Manek, Manager 
- Systems Engineering, Indian & SAARC, Barracuda Networks highlights the 
urgency of managed XDR, threat prioritization, and cloud security resilience for 
modern enterprises.
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Panel Discussion 1: The Era of the AI-Driven CISO: The discussion explored the opportunities and challenges that AI introduces to the cyber-
security landscape and highlighted how AI-driven tools will reshape strategic decision-making for CISOs. (From Left to Right) R Giridhar, CSO 
Forum; Uday Deshpande, Larsen & Tourbo; Abhijit Chakravarty, Kotak Mahindra Bank; Ashis Rout, HDFC Bank; Keyur Desai, Prince Pipes 
and Fittings; and Simarpreet Singh, Sysdig.

Panel Discussion 2: Navigating Security in a Complex, Volatile World: Discussed the challenges CISOs face in an evolving landscape shaped by 
AI, regulations, and dynamic threats. Panelists shared strategies to position security as a business enabler. (From Left to Right) Jatinder Singh, CSO 
Forum; Manoj Nayak, SBI Life Insurance Company; Ravi Prakash Burlagadda, Jio Platforms; Kiran Belsekar, Bandhan Life; Pranay Manek, Bar-
racuda Networks; and Pradipta Patro, KEC International Limited.

Panel Discussion 3: Transforming data Protection from Compliance to Competitive Advantage: Focused on how CISOs are transforming data 
protection to align with the DPDP Act 2023, turning compliance challenges into business opportunities. (From Left to Right) Mayurakshi Ray, Lead-
ing Home Finance Company; Dinesh Shrimali, Tata Steel; Pawan Chawla, Tata AIA LIC; Vasanth B Pai, Tech Mahindra; and Ambarish Kumar 
Singh, Godrej & Boyce Manufacturing Company
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NextCSO 2024 Jury was felicitated by R. Giridhar, Group Editor, 9.9 Group. Jury: Rajesh Thapar, National Stock Exchange; Ambarish Kumar Singh, 
Godrej & Boyce Manufacturing Company; Pawan Chawla, Tata AIA Life Insurance Company; Manoj Nayak, SBI Life Insurance Company; Uday Desh-
pande, Larsen & Toubro; Dinesh Shrimali, Tata Steel; Sharad Sadadekar, ICICI Prudential Life Insurance Company; Pradnya Manwar, Sutherland 
Global Services; Ravi Prakash Burlagadda, Jio Platforms.

NextCSO 2024 recipients were felicitated by the jury members.

Sachin Mhashilkar, COO & Associate Publisher (B2B Tech) 
delivering the vote of thanks.

CSO Samman 2024 recipient Uday Deshpande being felicitated by 
committee members Burgess Cooper and Bharat Panchal.

CSO Samman Committee members, Burgees Cooper and Bharat 
Panchal felicitated by Vikas Gupta and Jatinder Singh 9.9 Group.

Pioneering Cybersecurity Leaders Felix Mohan from CISO Academy &  
Burgess Cooper from EY India felicitated by Vikas Gupta
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Pioneering 
Cybersecurity Leaders

THIS RECOGNITION, instituted by the CSO Forum, 
honors veteran Chief Information Security Officers 
(CISOs) who have demonstrated exceptional vision, 
leadership, and transformative contributions to the 
cybersecurity profession.

The role of CISOs began to take shape in the late 
1990s, initially in the financial and government sec-
tors. The earliest CISOs were often IT professionals 
who expanded their roles to include security. The 
dot-com era and subsequent digital transformation 
accelerated this evolution, making cybersecurity a 
critical business function. With major cyber incidents 
impacting business operations in the mid-2000s, 
the role of the CISO came into the limelight. 

This distinguished accolade celebrates individu-
als who have played a pivotal role in developing the 
CSO profession and the community and in mentor-
ing the next generation of cybersecurity profes-
sionals. By highlighting these trailblazers, the award 
aims to inspire continued innovation, collaboration, 
and excellence in the rapidly evolving landscape of 
cybersecurity. 

Felix Mohan
Chief Executive Officer 
CISO Academy

Burgess Sam Cooper
Cybersecurity Partner &  
Deputy Leader, EY India

Deepak Rout
Founder	
Assuranz

Dr. Durga Prasad Dube
Executive Vice President & Group 
Head - IRM & Cybersecurity	
Reliance Industries

Murli Nambiar
Chief Information Security Officer	
State Bank of India

Sameer Ratolikar
Senior Executive Vice President & 
Chief Information Security Officer	
HDFC Bank

Shivangi Nadkarni
Senior Vice President & General 
Manager - Digital Governance	
Persistent Systems

Sunil Dhaka
Consultant
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CSO Samman
THE CSO Samman is an initiative to honor distin-
guished Chief Information Security Officers (CISOs) 
in Indian enterprises in recognition of their substan-
tial contributions to the profession of cybersecurity 
and their role in community initiatives to strengthen 
IT security in organizations. Unlike traditional 
awards, the CSO Samman is not about conferring 
accolades but paying tribute to the experienced 
CISOs.

Selection methodology
The CSO Samman uses a peer nomination system 
to maintain a transparent and fair selection process. 
This method ensures that the recognition is based 
on merit and avoids conflicts of interest.

Nomination criteria
Professional Experience: At least 20 years of profes-
sional experience, with at least 3 years served in a 
CISO role. For Public Sector Unit (PSU) nominees, 
the jury may relax this criterion and consider IT and 
risk management experience prior to the current role.
Current position: Nominees must currently serve 
as CISOs in India. Retired individuals, those in non-

Brijesh Datta
Executive Vice 
President  
and CISO 
Jio Platforms

Rajesh Thapar
Chief Information 
Security Officer 
National Stock 
Exchange

Uday Deshpande
Chief Information 
Security Officer	
Larsen & Toubro

Burgess Cooper	
Cybersecurity Partner 
& Deputy Leader	
EY India

Dr. Bharat Panchal	
Chief Risk, Security 
& Stakeholder 
Management 
Officer	 Bima 
Sugam India 
Federation

Sunil Varkey 
Cybersecurity 
Consultant	
TAHAKOM

Dr. Sandeep K. 
Shukla	
Rajiv & Ritu Batra 
Chair Professor in 
Cyber Security	
IIT Kanpur

CISO roles, consultants, or those based outside India 
are not eligible for CSO Samman.
Evaluation factors: The jury evaluates nominees 
based on their professional experience and achieve-
ments, leadership in cybersecurity, strategic impact 
on their organizations, and contributions to the 
cybersecurity community (including mentoring, 
education, membership of expert panels, etc).

Jury composition
The jury for the CSO Samman consist of highly 
regarded former CISOs and cybersecurity experts 
who will bring their extensive experience and 
insights to the selection process.

CSO Samman 
Committee
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WHAT'S 
KEEPING 
INDIA INC 
UP AT 
NIGHT?
India’s top cybersecurity 
leaders reveal their 
priorities and strategies 
for 2025

By Jagrati Rakheja | jagrati.rakheja@9dot9.in
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IN THE quiet hours of a Mon-
day morning, as trading floors 
buzz to life and office lights 
flicker on across Mumbai's 
financial district, Maya Gupta 
confronts an unsettling reality. 
The Chief Information Security 
Officer's screen displays what 
has become an increasingly 
common sight: evidence of an 
artificial intelligence-driven 
attack probing her firm's defens-
es. It is a stark reminder that 
the cybersecurity landscape of 
2025 bears little resemblance to 
that of even a few years ago.

The rise of AI-powered 
threats marks a watershed 
moment for corporate security. 
No longer can firms rely on tra-
ditional defenses against con-
ventional attacks. Today's cyber 
adversaries deploy sophisticat-
ed algorithms that mimic human 
decision-making, probing 
networks with unprecedented 
precision. The stakes for compa-
nies have never been higher, as 
regulations tighten and boards 
demand both ironclad security 
and business agility.

This new reality has trans-
formed the role of the Chief 
Information Security Officer 
(CISO) from a technical specialist 
to a strategic leader. Our analy-
sis, drawing on conversations 
with senior security executives, 

reveals ten critical priorities 
reshaping corporate defense in 
2025.

1. The AI paradox
Perhaps no challenge looms 
larger than artificial intelligence's 
dual role as both sword and 
shield. While security teams 
harness AI to automate threat 
detection and response, crimi-
nals exploit the same technolo-
gies to orchestrate increasingly 
sophisticated attacks. Gartner, 
a research firm, projects that by 
2027, over 40% of AI-related 
data breaches will stem from 
improper use of generative AI 
across borders. The swift adop-
tion of these technologies has 
outpaced governance frame-
works, creating vulnerabilities 
that attackers eagerly exploit.

According to the study, end-
user send-users' swift adop-
tion of GenAI technologies has 
outpaced the development of 
data governance and security 
measures, raising concerns 
about data localization due 
to the centralized computing 
power required to support these 
technologies.

AI enables attackers to create 
deepfakes, AI-driven phishing 
attacks, and automated malware 
that bypass traditional security 
measures. CISOs must invest 

in AI-driven security solutions 
to counteract these threats and 
automate their defenses.

According to Gartner, the lack 
of consistent global best prac-
tices and standards for AI and 
data governance exacerbates 
challenges by causing mar-
ket fragmentation and forcing 
enterprises to develop region-
specific strategies. This can limit 
their ability to scale operations 
globally and benefit from AI 
products and services.

2. Regulatory 
complexity and data 
sovereignty
The regulatory landscape has 
grown more intricate with India’s 
Digital Personal Data Protection 
Act (DPDPA) joining established 
frameworks like Europe’s GDPR. 
These regulations impose strin-
gent requirements on data local-
ization, breach notifications, and 
consent management, forcing 
multinational firms to navigate 
a complex web of compliance 
mandates. The challenge is par-
ticularly acute for organizations 
operating across borders, as 
data sovereignty rules fragment 
global operations.

The DPDPA mandates that 
organizations process digital 
personal data within India and 
obtain explicit consent before 

"It is very 
important 
first to 
understand 
compliance 
and build a 
compliance 
versus a 
competitive 
advantage, 
which you 
can get from 
the data."

Pawan Chawla 
Chief Information 
Security Officer and 
Data Privacy and 
Protection Officer 
at Tata AIA Life 
Insurance Company

“Ransom-
ware- as-
a-service is 
becoming 
popular, with 
attackers 
targeting 
the weak-
est link—
whether it’s 
technology, 
people, or 
the supply 
chain.”

Ashis Rout  
Sr. Vice  
President (IT)
HDFC BANK LTD
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data collection and process-
ing. Non-compliance carries 
substantial financial penalties, 
compelling firms to reassess and 
strengthen their data handling 
practices.

A critical aspect of these 
regulations is data localization, 
which requires companies to 
store and process data within 
national boundaries. This pres-
ents significant operational 
hurdles, especially for mul-
tinationals reliant on seam-
less cross-border data flows. 
Additionally, stringent breach 
notification requirements neces-
sitate robust incident response 
mechanisms to mitigate risks 
and regulatory repercussions.

Consent management 
frameworks are equally cru-
cial, empowering individuals 
with control over their data. 
Organizations must implement 
transparent processes to obtain, 
manage, and document user 
consent—ensuring compliance 
while fostering trust. Beyond 
regulatory adherence, a well-
structured consent strategy 
enhances customer relation-
ships by prioritizing data pri-
vacy.

Pawan Chawla, Chief Infor-
mation Security Officer and 
Data Privacy and Protection 
Officer at Tata AIA Life Insur-
ance Company, emphasizes, "It 
is very important first to under-
stand compliance and build a 
compliance versus a competitive 
advantage, which you can get 
from the data." His perspective 
highlights a strategic opportu-
nity—leveraging compliance as 
a differentiator to turn regula-
tory obligations into a competi-
tive edge.

CISOs play a pivotal role in 
developing comprehensive gov-
ernance and compliance pro-
grams. This includes conducting 

regular audits, implementing 
advanced data protection tech-
nologies, and fostering a culture 
of privacy awareness within 
organizations. By proactively 
addressing these challenges, 
companies can navigate the 
evolving regulatory landscape, 
safeguard sensitive information, 
and maintain stakeholder trust 
in an increasingly data-driven 
world.

3.  Supply chain 
vulnerability
Ransomware attacks have 
evolved beyond targeting indi-
vidual organizations to exploit-
ing vulnerabilities within supply 
chains. OpenText’s 2024 Global 
Ransomware Survey reveals 
that 90% of Indian firms expe-
rienced ransomware breaches 
linked to supply chain partners 
over the past year. The attack on 
software provider Blue Yonder, 
which disrupted operations for 
major retailers like Starbucks 
and Morrisons, underscores this 
growing threat.

Gartner warns that organiza-
tions failing to address third-
party risks will face heightened 
exposure to cyber extortion and 
operational disruptions. As Ravi 
Prakash Burlagadda, Senior Vice 
President—Information Secu-
rity at Jio Platforms, observes, 
“Ransomware-as-a-service is 
becoming popular, with attack-
ers targeting the weakest link—
whether it’s technology, people, 
or the supply chain.”

To counter these threats, 
businesses are adopting zero-
trust security frameworks, 
strengthening third-party risk 
management, and enhanc-
ing endpoint detection and 
response (EDR) solutions. 
OpenText’s report also high-
lights rising concerns about 
generative AI’s role in cyberat-

tacks, enabling adversaries to 
craft more sophisticated phish-
ing campaigns and automated 
exploits.

Moving forward, continu-
ous security monitoring, stricter 
compliance requirements, and 
rigorous vendor security assess-
ments will be critical in mitigat-
ing supply chain ransomware 
risks. Organizations must shift 
from reactive security strategies 
to proactive, intelligence-driven 
defenses to protect critical data 
and maintain operational resil-
ience.

 4. Identity: The new 
perimeter
As traditional security boundar-
ies dissolve in an era of remote 
work and cloud computing, 
identity management has 
become the new frontline of 
cyber defense. "Sixty-eight 
percent of breaches happen due 
to identity compromise. Simple 
two-factor authentication is no 
longer enough," notes Ashis 
Rout of HDFC Bank. Organi-
zations are rapidly adopting 
zero-trust architectures, treating 
every access request with skep-
ticism regardless of its origin.

Enterprises integrate multi-
factor authentication (MFA), 
biometric verification, and 
identity threat detection and 
response (ITDR) solutions to 
counter these threats. The Cloud 
Security Alliance highlights that 
external identities are projected 
to outnumber internal ones by 
3:1, making B2B identity secu-
rity a critical priority.

As attackers refine their 
tactics, CISOs must leverage 
AI-driven security models, real-
time analytics, and automated 
threat detection to enhance IAM 
frameworks and ensure resil-
ience in an increasingly complex 
cyber landscape.

"Sixty-eight 
percent of 
breaches 
happen due 
to identity 
compromise. 
Simple two-
factor au-
thentication 
is no longer 
enough."

Ravi Prakash 
Burlagadda 
Senior Vice 
President—
Information 
Security at Jio 
Platforms

"People con-
tinue to fall 
for phishing 
attacks due 
to the free 
culture—free 
offers, free 
incentives, 
and free 
deals."

Pradipta Patro 
Head of Cyber 
Security & IT 
Platform at KEC 
International
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5. The human factor 
persists
Despite technological advanc-
es, human error remains a 
critical vulnerability. Verizon's 
research indicates that 74% 
of security breaches involve 
human elements. Social engi-
neering attacks have grown 
more sophisticated, exploiting 
psychological vulnerabilities 
that technology alone cannot 
address.

Phishing, in particular, has 
become increasingly sophis-
ticated, with cybercriminals 
employing advanced tech-
niques to deceive individuals. As 
Pradipta Patro, Head of Cyber 
Security & IT Platform at KEC 
International, observes, "People 
continue to fall for phishing 
attacks due to the free culture—
free offers, free incentives, and 
free deals." This exploitation of 
human psychology underscores 
the necessity for comprehensive 
security measures that address 
behavioral vulnerabilities.

To combat these threats, 
organizations are implementing 
multifaceted strategies:

	◼ Security awareness train-
ing: Educating employees 
about potential threats and safe 
practices is paramount. Interac-
tive programs, including videos, 
games, and quizzes, have been 
shown to enhance engagement 
and retention. Proofpoint high-
lights that 59% of security pro-
fessionals believe that interac-
tive training significantly boosts 
the effectiveness of security 
awareness programs.

	◼ Phishing simulations: 
Conducting simulated phish-
ing attacks allows employees 
to practice identifying and 
responding to malicious emails 
in a controlled environment. 
These exercises reinforce train-
ing and help assess the organi-

zation's vulnerability to phishing. 
Research indicates that such 
simulations can reduce phishing 
susceptibility over time.

	◼ Behavioral analytics: Utiliz-
ing advanced analytics to moni-
tor user behavior can help detect 
anomalies indicative of potential 
security threats. Organizations 
can identify deviations that may 
signal compromised accounts 
or insider threats by establish-
ing baseline behavior patterns. 
This proactive approach enables 
timely intervention before inci-
dents escalate.

These strategies foster a 
culture of vigilance and resil-
ience against social engineering 
attacks. Organizations can sig-
nificantly reduce the risk of data 
breaches stemming from human 
error by addressing the human 
element through continuous 
education, practical simulations, 
and behavioral monitoring.

6. The skills gap 
challenge
A global shortage of four million 
cybersecurity professionals has 
forced organizations to rethink 
their approach to security 
operations. Many are turning 
to managed services and auto-
mation, with Gartner projecting 
20% annual growth in Man-
aged Detection and Response 
adoption. This shift represents 
a fundamental change in how 
organizations approach security 
operations.

As cyber threats evolve, 
organizations struggle to fill key 
security roles, forcing CISOs to 
rethink their approach to securi-
ty operations. Instead of relying 
solely on in-house teams, many 
enterprises are shifting toward 
managed security services and 
automation to bridge the skills 
gap and enhance security resil-
ience.

7. The complexity of 
multi-cloud and hybrid 
environments
The rapid adoption of multi-
cloud and hybrid infrastructures 
has significantly expanded 
organizational attack surfaces, 
making visibility and control over 
data and applications more chal-
lenging. The complexity of man-
aging security in these environ-
ments is further compounded 
by the rise of shadow IT, where 
business units independently 
onboard cloud-based applica-
tions without IT oversight. As 
Ambarish Kumar Singh, Chief 
Information Security Officer at 
Godrej & Boyce Manufacturing 
Company, highlights, "With the 
cloud, you don't even realize 
when business teams onboard 
a SaaS application that collects 
sensitive data."

To address these challenges, 
CISOs are prioritizing the imple-
mentation of cloud security 
frameworks to mitigate risks 
associated with unauthorized 
applications, data leakage, and 
compliance violations.

One of the primary strategies 
involves Cloud Access Security 
Brokers (CASBs), which act as 
intermediaries between users 
and cloud service providers. 
CASBs provide visibility, policy 
enforcement, and threat pro-
tection, helping organizations 
detect unauthorized cloud appli-
cations and enforce security 
controls. Gartner predicts that 
CASB adoption will surge as 
enterprises seek to combat the 
risks associated with shadow IT 
and unauthorized SaaS deploy-
ments.

Additionally, organizations 
are tightening governance 
around shadow IT by enforcing 
stricter policies that mandate 
security assessments and IT 
approvals for all third-party 

"With the 
cloud, you 
don't even 
realize when 
business 
teams on-
board a SaaS 
application 
that collects 
sensitive 
data."

Ambarish 
Kumar Singh 
Chief Information 
Security Officer at 
Godrej & Boyce 
Manufacturing 
Company

"LLMs, 
despite their 
growing 
adoption, 
remain 
vulnerable 
to attacks. 
Organiza-
tions must 
embrace a 
‘human-in-
command’ 
approach 
to ensure 
responsible 
and secure 
deploy-
ment."

Uday 
Deshpande  
Chief Information 
Security Officer, 
Larsen & Toubro
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applications. Many enterprises 
deploy automated discovery 
tools that scan network traffic 
to detect and block unapproved 
cloud services.

Continuous monitoring and 
real-time risk assessment are 
also becoming standard. These 
measures leverage AI-driven 
analytics and behavioral anom-
aly detection to identify secu-
rity threats across multi-cloud 
environments. These measures 
ensure organizations maintain a 
strong security posture despite 
the growing complexity of 
hybrid cloud adoption.

8. Aligning security 
with business 
priorities
Effective communication 
between CISOs and board mem-
bers is crucial for aligning cyber-
security initiatives with organi-
zational objectives. To achieve 
this, CISOs must employ strate-
gies that translate technical risks 
into business terms, facilitating 
informed decision-making at the 
executive level.

	◼ Risk quantification: Trans-
forming cyber risks into financial 
metrics enables boards to grasp 
the potential impact of security 
threats. Organizations can pri-
oritize investments and allocate 
resources effectively by assess-
ing and calculating the potential 
financial impact of cyber threats. 
This approach provides a clear 
understanding of which risks to 
address based on their potential 
economic consequences.

	◼ Security ROI measurement: 
Demonstrating the return on 
investment (ROI) for cyberse-
curity expenditures is essential 
for justifying budget alloca-
tions. Utilizing models like the 
Gordon–Loeb Model, which 
analyzes the optimal level of 
investment in information secu-

rity, can help determine the 
most cost-effective allocation of 
resources. This model suggests 
that organizations invest up to 
37% of the expected loss from 
security breaches to achieve 
optimal protection.

	◼ Executive reporting frame-
works: Implementing structured 
reporting mechanisms ensures 
that cybersecurity updates are 
consistently communicated to 
the board. Frameworks such as 
ISO/IEC 27004 provide guide-
lines for monitoring, measur-
ing, analyzing, and evaluating 
an organization's information 
security management system. 
These standards help present 
data-driven insights that reso-
nate with executive concerns, 
facilitating strategic discussions 
around risk management.

	◼ Strategic alignment: Inte-
grating cybersecurity efforts 
with the organization's strategic 
goals ensures that security 
measures support business 
growth and resilience. By align-
ing security initiatives with 
business objectives, CISOs can 
advocate for cybersecurity as a 
value driver rather than a cost 
center. This alignment fosters a 
proactive security posture that 
adapts to evolving threats while 
enabling innovation.

In summary, CISOs can 
enhance board engagement and 
support by quantifying risks in 
financial terms, measuring the 
ROI of security investments, 
adopting standardized reporting 
frameworks, and aligning cyber-
security with strategic business 
goals. This comprehensive 
approach strengthens the orga-
nization's security posture and 
ensures that cybersecurity ini-
tiatives are recognized as inte-
gral to business success.

9. Securing emerging 

technologies
The rapid growth of IoT, 5G, 
and quantum computing 
introduces new attack vectors. 
Organizations must prepare for 
quantum threats while secur-
ing an expanding network of 
connected devices, blockchain 
implementations, and edge 
computing.

	◼ IoT security: Expanding 
attack surfaces demand robust 
frameworks with device authen-
tication, encryption, and secure 
communication protocols like 
MQTT and CoAP.

	◼ 5G protection: While 
enhancing security, 5G intro-
duces new risks via MEC and 
network slicing. Zero-trust 
models, AI-driven anomaly 
detection, and strong identity 
management are crucial.

	◼ Quantum-ready encryption: 
Quantum computing threat-
ens RSA and ECC encryption. 
Organizations must adopt NIST-
recommended post-quantum 
cryptographic algorithms.

	◼ Blockchain security: Emerg-
ing threats like quantum decryp-
tion and smart contract vulner-
abilities call for quantum-safe 
solutions using lattice-based 
cryptography and hash-based 
signatures.

To navigate this evolving 
threat landscape, security lead-
ers must implement adaptive, 
future-ready frameworks to 
ensure resilience.

10. Rising threat of 
state-sponsored cyber 
attacks
Amid escalating geopolitical ten-
sions, state-sponsored cyber 
attacks have intensified. Russian 
attacks on Ukrainian infrastruc-
ture surged 70% in 2024, while 
threats from China, Iran, and 
North Korea have grown more 
sophisticated. Unlike finan-

"It’s the AI 
of defenders 
versus the AI 
of attack-
ers. With 
deepfakes, 
voice simu-
lation, and 
automated 
malware 
advancing 
rapidly, the 
cybersecu-
rity battle is 
evolving."

Keyur Desai 
Head IT,	
Prince Pipes and 
Fittings 

"AI excels in 
speed, ac-
curacy, and 
scale—capa-
bilities lever-
aged by both 
defenders 
and attack-
ers alike."

Abhijit 
Chakravarty 
Executive Vice 
President - 
Networks & Cyber 
Security	
Kotak Mahindra 
Bank
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cially motivated cybercriminals, 
nation-state actors employ 
advanced, persistent tactics, 
making them harder to detect 
and mitigate.

The convergence of cyber 
warfare and geopolitics has also 
heightened risks to operational 
technology (OT) and industrial 
control systems (ICS), posing 
significant threats to public 
safety. To counter these evolv-
ing threats, CISOs are adopting 
proactive security strategies:

	◼ Enhanced threat intelli-
gence: Leveraging intelligence 
platforms and government col-
laborations for real-time insights 
into nation-state attack tactics.

	◼ Zero-trust security: Imple-
menting MFA, endpoint detec-
tion, and network segmentation 
to prevent unauthorized access.

	◼ Incident response prepared-
ness: Conducting cyberattack 
simulations and regular security 
drills for swift breach mitigation.

	◼ Employee awareness: Train-
ing staff on phishing, deepfake 
threats, and social engineering 
to reduce susceptibility to tar-
geted attacks.

As geopolitical cyber threats 
escalate, CISOs are prioritizing 
vigilance, enhancing intelli-
gence-sharing, and refining 
response strategies to safe-
guard businesses from nation-
state attacks.

11. Strengthening 
cybersecurity through 
collaboration
In an interconnected digital 
world, CISOs face the challenge 
of defending against increasing-
ly sophisticated cyber threats. 
No organization can combat 
these threats alone—strategic 
collaboration between enter-
prises, governments, and indus-
try groups has become essential 
for strengthening cybersecurity 

defenses. By sharing threat 
intelligence, enhancing incident 
response, and aligning security 
strategies, organizations can 
build resilience against evolving 
attacks.

On a global scale, alliances 
like the International Multilat-
eral Partnership Against Cyber 
Threats (IMPACT), backed by 
the United Nations, demon-
strate the necessity of interna-
tional cooperation. As the largest 
cybersecurity alliance, with 
participation from 152 countries, 
IMPACT facilitates real-time 
intelligence sharing and coor-
dinated responses to cyber 
incidents.

For CISOs, the challenge lies 
in fostering these collaborations 
while navigating regulatory 
complexities, ensuring data pri-
vacy, and aligning security pri-
orities across diverse stakehold-
ers. As cyber threats grow more 
persistent and state-sponsored 
attacks escalate, strengthening 
partnerships remains critical to 
building a more resilient and 
secure digital ecosystem.

The way forward
The cybersecurity landscape of 
2025 demands a fundamen-
tal shift in how organizations 
approach digital defense. Suc-
cess requires more than better 
technology – it requires strate-
gic vision, business alignment, 
and the ability to anticipate 
threats before they materialize.

For CISOs, the mandate is 
clear: Transform security from 
a cost center into a business 
enabler that drives innovation 
while ensuring resilience. In an 
era where a single breach can 
erase billions in market value, 
cybersecurity isn't just about 
protection – it's about business 
survival. 

"Security is a 
moving tar-
get. As new 
technologies 
emerge, so 
do threats 
like ran-
somware, 
AI-driven 
phishing, 
and supply 
chain vulner-
abilities."

Manoj Nayak 
Vice President & 
Chief Information 
Security Officer
SBI Life Insurance 
Company

Dinesh Shrimali 
Chief Information 
Security Officer & 
Data Protection 
Officer	
Tata Steel

“Security 
teams are 
outnum-
bered. A lay-
ered defense 
strategy, 
coupled with 
board-level 
awareness 
through 
workshops 
and simu-
lations, is 
critical for 
resilience.”

Kiran	
Belsekar  
Executive Vice 
President - CISO & 
IT Governance
Bandhan Life 
Insurance Company

"Privacy 
by design 
enforces the 
least-access 
principle, en-
suring data 
is shared 
only with 
authorized 
personnel—
ensuring 
trust and 
compliance 
across the 
organiza-
tion."
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AS CYBER threats grow more sophis-
ticated and attack surfaces expand, 
organizations face unprecedented 
challenges in securing their digital 
assets. In a recent interaction with CSO 
Forum, Parag Khurana, Country Man-
ager, India at Barracuda Networks, 
shares critical insights into the evolv-
ing cybersecurity landscape, high-
lighting how AI-driven attacks and as-
a-service attack platforms will reshape 
threat dynamics over the next few 
years. While traditional security mea-
sures remain essential, the focus is 
shifting toward cyber resilience – the 
ability to quickly detect, contain, and 
neutralize incidents. Parag said that 
success in 2025 will depend on orga-
nizations adopting proactive, integrat-
ed approaches to security, leveraging 
AI-powered solutions, and addressing 
the growing complexity of multi-cloud 
environments while navigating a per-
sistent cybersecurity talent shortage.
Excerpts from the interaction:

CISO Forum: How do you see the 
cybersecurity landscape evolving 
over the next 3–5 years?
PARAG KHURANA: Over the next 
few years, cybersecurity will need 
to adapt to an increasingly complex 
threat landscape. Attackers will use 
their targets' expanding digital attack 
surfaces and leverage widely available 
AI tools to target organizations with 
multi-stage and multi-level attacks. 
The proliferation of as-a-service attack 
platforms developed and maintained 
by gangs with the skills and resources 
to create sophisticated and evasive 
tools and templates will grow. And 
as security technologies continue to 
become more advanced, attacks will 
become faster.

Organizations must adopt a more 

Most significant 
security threats are 
not necessarily the 
most advanced

By Jagrati Rakheja | jagrati.rakheja@9dot9.in

In a recent interaction with CISO Forum, 
Parag Khurana, Country Manager, India 
at Barracuda Networks, shared valuable 
insights into the evolving cybersecurity 
landscape and the industry's key challenges.
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proactive, integrated, and extended 
approach to cybersecurity. They will 
need to focus not just on threat pre-
vention but also on threat detection 
and response. As attacks become 
more sophisticated, the chances are 
higher that one will get past more 
traditional defenses. Cyber resilience—
detecting, containing, and neutralizing 
incidents–should be a key component 
of security strategies.

CISO Forum: What are the most sig-
nificant security threats enterprises 
should prepare for in 2025 and 
beyond?
PARAG KHURANA: Organizations 
need to prepare for increasingly inno-
vative and evasive cyber threats in 
2025. Attackers will look for and lever-
age any unprotected devices or open 
access points. Social engineering will 
become increasingly hard to detect 
as attackers leverage AI tools. Sup-
ply chain vulnerabilities will remain 
a significant risk as attackers exploit 
weaknesses in third-party vendors 
and cloud services, while zero-day 
exploits will target undiscovered soft-
ware flaws.
 Organizational factors, such as grow-
ing IT complexity and a scarcity of 
professional cybersecurity skills, will 
make cybersecurity a significant chal-
lenge for reduced-constrained organi-
zations.

It is also important to remember 
that the most significant security 
threats are not necessarily the most 
advanced. They include inadequate 
authentication measures for account 
logins, poor password policies, a lack 
of education about social engineering, 
under-protected VPNs, and the poorly 
managed use of remote desktop pro-
tocols.

CISO Forum: How should organiza-
tions adapt their security strategies 
to the increasing sophistication of 
AI-driven cyber threats?
PARAG KHURANA: Organizations 
should integrate AI and machine 

learning (ML) into their cybersecurity 
strategies to enhance and automate 
threat detection, response, and reme-
diation. Investing in AI-powered threat 
intelligence, behavior-based anomaly 
detection, and continuous authenti-
cation can help detect and mitigate 
attacks before they escalate.

CISO Forum: How is AI/ML trans-
forming threat detection and inci-
dent response?
PARAG KHURANA: AI/ML trans-
forms threat detection and incident 
response by enabling proactive, AI-
driven security that adapts to evolving 
threats across multi-cloud and hybrid 
environments. It enhances cyber-
security by identifying anomalies in 
real-time through behavioral analytics, 
reducing false positives to help secu-
rity teams focus on genuine threats, 
automating incident response for fast-
er containment, and predicting poten-
tial attacks based on historical data

CISO Forum: What sets your securi-
ty solutions apart from competitors 
in the cybersecurity space?
PARAG KHURANA: Our security 
solutions are innovative, advanced, 
and easy to buy, deploy, and use. 
This makes them ideal for organiza-
tions with limited resources to invest 
in cybersecurity. We provide AI-
driven threat protection across email, 
networks, applications, and data, 
with a comprehensive approach that 

includes secure backup, Managed 
XDR, and cloud-native security for 
hybrid and multi-cloud environments. 
With integrated threat detection, Bar-
racuda helps organizations reduce 
attack response times from hours to 
minutes while comprehensive backup 
and recovery ensure business conti-
nuity. Additionally, industry-leading 
support and API security measures 
help mitigate risks without disrupting 
operations, enabling organizations to 
stay resilient against emerging threats.

CISO Forum: How do global regula-
tions like GDPR, CCPA, and India's 
Digital Personal Data Protection  
Act impact enterprise security 
strategies?
PARAG KHURANA: Global regula-
tions like GDPR, CCPA, and India's 
Digital Personal Data Protection Act 
(DPDPA) are reshaping organizational 
security strategies by emphasizing 
data protection, breach notification, 
and user privacy. Organizations must 
implement strong encryption, access 
controls, and data loss prevention to 
safeguard sensitive data, while secure 
backup and incident response plans 
are essential for compliance and resil-
ience. 

The new 2025 DPDP Rules further 
require businesses to proactively miti-
gate cybersecurity risks by adopting 
strong access and authentication prin-
ciples, multi-layered defense strate-
gies, and proactive threat hunting to 
detect and respond to unauthorized 
access quickly.

CISO Forum: What are the top three 
technology investments CISOs 
should prioritize in the next two 
years?
PARAG KHURANA: Attackers will 
exploit every security gap to further 
attacks and leverage increasingly 
advanced and evasive tools and tech-
niques. Over the next two years, 
CISOs should prioritize investments 
in extended, comprehensive security 
platforms such as XDR, ideally under-

"It is essential to 
remember that 
advanced threat 
prevention, email 
protection, and 
security awareness 
training remain as 
critical as ever."
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pinned by threat intelligence to detect 
emerging threats and a 24/7 human 
security operations center (SOC) to 
monitor and respond to threats. 

A comprehensive XDR solution that 
integrates network, endpoint, server, 
cloud, and email security means that 
every corner of the digital infrastruc-
ture is monitored and protected with 
advanced security measures and a full 
spectrum of defensive tools combined 
with proactive threat-hunting and 
response strategies. This allows for 
swift action and minimizes the win-
dow of opportunity for threat actors.

 While cyber resilience and risk 
management are the key concepts for 
future cybersecurity, it is essential to 
remember that advanced threat pre-
vention, email protection, and security 
awareness training remain as critical 
as ever.

CISO Forum: What role will quan-
tum computing play in cybersecu-
rity, and how should organizations 
prepare?
PARAG KHURANA: Quantum com-
puting presents a long-term challenge 
to cybersecurity, as its advanced algo-
rithms could eventually break current 
encryption standards based on integer 
factorization and discrete logarithms. 
While large-scale quantum threats 
may still be years away, organizations 
with the means to do so are likely to 
start preparing by exploring post-
quantum cryptography, strengthen-
ing key management strategies, and 
working with cybersecurity vendors 
to develop quantum-resistant solu-
tions. While quantum computing may 
not pose an immediate risk in 2025, 
its potential impact on encryption and 
data security makes it a critical area to 
monitor and prepare for in the coming 
years.

CISO Forum: How can organizations 
bridge the cybersecurity talent gap 
and reduce workforce burnout?
PARAG KHURANA: Organizations 
can bridge the cybersecurity talent 

gap and reduce workforce burnout 
by leveraging AI-powered security 
automation to handle routine tasks, 
minimizing manual workload, and 
improving efficiency. Solutions such 
as Managed XDR extend security 
expertise, providing 24/7 threat moni-
toring and response without overbur-
dening in-house teams. 

Investing in continuous training and 
upskilling programs ensures employ-
ees stay ahead of evolving threats, 
while user-friendly security solutions 
help streamline operations and reduce 
alert fatigue. By integrating these 
strategies, organizations can enhance 
security posture while supporting their 
teams with practical tools, automation, 
and ongoing education.

CISO Forum: What would it be if 
you had to give one piece of advice 

to CISOs preparing for 2025 and 
beyond?
PARAG KHURANA: For CISOs pre-
paring for 2025 and beyond, the 
key is to adopt a resilient mindset, 
focusing on multi-layered defenses 
beyond prevention to ensure rapid 
detection and response. This includes 
Managed XDR for proactive threat 
mitigation, continuous cybersecurity 
training to keep teams prepared for 
evolving threats, and comprehensive 
asset inventories to maintain complete 
visibility and control over the attack 
surface. By prioritizing resilience, 
CISOs can strengthen their organiza-
tion's ability to withstand, adapt to, 
and recover from cyber threats in an 
increasingly complex landscape.

CISO Forum: With Barracuda's 
focus on cloud security, how do 
you see the role of multi-cloud 
environments in shaping the future 
of cybersecurity, and what unique 
challenges do businesses face in 
securing these environments?
PARAG KHURANA: Multi-cloud 
environments are shaping the future 
of cybersecurity by offering greater 
flexibility and scalability, but they also 
introduce visibility gaps, misconfigu-
rations, and data fragmentation that 
can increase security risks. Managing 
security across multiple cloud provid-
ers is complex, and misconfigura-
tions remain a leading cause of cloud 
breaches, making consistent policy 
enforcement critical. As businesses 
expand their cloud strategies, secur-
ing these environments is essential 
for resilience against modern cyber 
threats.

With a commitment to innovation, 
we are enhancing its AI and machine 
learning platform for advanced threat 
detection and automated response. 
Additionally, the Barracuda Partner 
Success Program continues to expand, 
offering resources, incentives, and 
certifications to help partners deliver 
more substantial security outcomes in 
the evolving multi-cloud landscape. 

"Organizations must 
adopt a more proac-
tive, integrated, and 
extended approach to 
cybersecurity. They 
will need to focus not 
just on threat pre-
vention but also on 
threat detection and 
response."



OPINION

21March 2025   CISO Forum

DPDP Act: 
Navigating the 
Evolving Data 
Privacy Landscape 
for Enterprises

THE RECENT enactment of the 
Digital Personal Data Protection 
(DPDP) Act in India marks a signifi-
cant advancement in the nation's data 
protection framework. The DPDP 
Act imposes stringent obligations on 
enterprises that process personal data, 
necessitating a paradigm shift in their 
data management strategies, security 
protocols, and operational procedures.

Key Provisions of the 
DPDP Act
One of the key aspects of the DPDP 
Act is its classification of data fiducia-
ries and data processors, imposing 
distinct responsibilities on organiza-
tions depending on their role in data 
handling. Enterprises must establish 
clear consent mechanisms to ensure 
that data is collected, processed, and 
stored strictly within legal boundar-
ies. Data principals have the right to 
withdraw their consent, necessitating 
that businesses implement efficient 
processes for handling consent revo-
cation and data erasure requests.

The Act enforces stringent regula-
tions on cross-border data transfers, 
restricting the movement of sensitive 
information to jurisdictions that adhere 
to Indian regulations. However, we are 
yet to receive clarity on the countries 
which are restricted to transfer data 
to. Companies must perform compre-
hensive due diligence on international 
data transfers, guaranteeing that their 
cloud storage providers and data pro-
cessing collaborators uphold similar 
privacy standards. 

Additionally, the DPDP Act stipu-
lates immediate data breach noti-
fications, compelling organizations 
to disclose security breaches within 
a designated timeframe, thereby 
strengthening regulatory surveil-
lance of data security incidents. The 

By Jaspreet Singh | editor@cisoforum.com
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timeline provided for the same is 72 
hours to notify a breach, however, 
as per CERT-IN guidelines it is still 6 
hours from the time of discovery of 
the breach. 

Practical steps for enter-
prises to prepare for imple-
mentation 
Compliance with the act requires stra-
tegic and systematic approaches. An 
indispensable first step is performing 
a thorough gap assessment. This step 
allows the mapping of data flows, 
identifying risk spots, and reviewing 
the security measures currently exist-
ing in the organization. Some may 
include reviewing current data protec-
tion policies, building privacy-centric 
workflows, and integrating compliance 
into business operations. Moreover, 
the company needs to build a compre-
hensive personal data inventory that 
classifies information into categories 
based on sensitivity levels and pur-
poses being processed. The challenge 
is in creating inventory for unstruc-
tured data which flows more freely in 
any organization in form of WhatsApp 
texts, chat bot texts, emails, recordings 
etc. than structured data such as in 
databases.

Subsequently, organizations must 
implement a robust data governance 
framework, encompassing policies, 
procedures, and controls for data col-
lection, processing, storage, and dis-
closure.

Furthermore, enterprises must also 
develop sound consent management 
systems by which data principals can 
maintain clear and unequivocal control 
over their personal data while exer-
cising their rights regarding access, 
rectification, and erasure. Though we 
are yet to receive clarity on consent 
managers and how organizations 
will forge a relationship with them, 
in-house automation of consent track-
ing and versioning control will play an 
indispensable role in management. 
The organizations should completely 
secure sensitive data, with regard to 

access control and encryption or using 
masking techniques at every point of 
processing consent. 

Impact on security policies, 
data governance, and risk 
management 
The DPDP Act significantly impacts 
enterprise security posture, data 
governance frameworks, and risk 
management strategies, necessitating 
a comprehensive overhaul of cyberse-
curity measures. Organizations must 
implement a robust security architec-
ture that integrates advanced techni-
cal and organizational safeguards, 
including encryption, anonymization, 
strict access controls, and regular 
security audits. We cannot do with-
out the principle of "data protection 
by design and by default" requiring 
embedding privacy considerations 
into the development of new products, 
services, and systems.

Security policies and risk manage-
ment frameworks must evolve to 
meet the Act’s stringent requirements, 
demanding proactive cybersecurity 
measures such as AI-based threat 
detection, continuous system moni-
toring, and a well-structured incident 
response strategy. With rising cyber 
threats, enterprises must adopt a pro-
active security model that emphasizes 

rapid breach detection and remedia-
tion, ensuring regulatory compliance 
while safeguarding sensitive data.

Industry best practices for 
aligning with the new law
Regular compliance audits, impact 
assessments, and monitoring tools 
can help businesses maintain adher-
ence to the Act’s evolving require-
ments. Organizations should also 
implement real-time compliance 
tracking systems to ensure continuous 
monitoring of regulatory requirements 
and updates. Investing in Privacy-
Enhancing Technologies (PETs) can 
further improve data security without 
compromising business functionality.

Updating privacy policies to reflect 
legal obligations and enhancing trans-
parency in customer communications 
will further strengthen compliance 
and foster trust. Organizations should 
provide customers with clear, easily 
accessible privacy notices, explain-
ing how their data is collected, used, 
and protected. The implementation of 
self-service privacy dashboards can 
empower users to manage their data 
preferences and exercise their rights 
under the DPDP Act. 

Broader implications on 
trust and transparency 
with customers 
The DPDP Act goes much beyond 
mere regulatory requirements and 
draws a line between customer rela-
tions and brand eminence. Businesses 
that treat data protection on priority 
now when consumers are ever more 
cognizant of their data privacy rights 
will have a competitive advantage. In 
such a case, transparent and ethical 
data handling practices improve the 
trust of the consumers, who in turn 
develop brand loyalty for the long 
run. Those that do not take appropri-
ate actions run the risk not just of 
being penalized in terms of regulatory 
requirements but also subject them-
selves to reputational harm that may 
affect their business sustainability. 

Jaspreet Singh 
Partner, Grant Thornton Bharat LLP
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Turning the Promise of AI 
into Reality and Revenue

By CISO Forum | editor@cisoforum.com

THE TECHNOLOGY industry stands at an inflection 
point where artificial intelligence (AI) is no longer a 
futuristic concept but a core driver of business trans-
formation. Companies that effectively implement 
AI solutions must now demonstrate clear returns 
on investment (ROI) to justify their expenditures. 
To turn AI’s promise into reality and revenue, orga-
nizations must adopt AI-first strategies, optimize 
customer experiences, and realign business models 
with outcome-based pricing. Additionally, AI must be 

embedded within cybersecurity frameworks  
and legal functions to ensure compliance and risk 
mitigation.

AI as a revenue driver
As AI use cases and copilots become mainstream, 
businesses face mounting pressure to prove AI’s 
tangible value. The experimentation phase has 
ended, and companies must now showcase AI’s 
ability to enhance operational efficiency and cus-

As AI use cases and copilots become mainstream, businesses 
face pressure to prove AI’s tangible value.



INSIGHTS

24 CISO Forum    March 2025

tomer experience. According to James 
W. Brundage, EY Global and Americas 
Technology Sector Leader, 2025 will 
be a pivotal year for the tech indus-
try to deliver AI-driven ROI. To meet 
these expectations, businesses should 
develop frameworks that measure the 
financial and operational impacts of AI 
implementations.

Agentic AI and customer 
experience
Agentic AI, a significant evolution in 
automation, enables AI systems to 
perform complex tasks independently, 
reshaping how businesses interact 
with customers. Unlike generative 
AI (GenAI), which relies on prompts, 
agentic AI autonomously executes 
sequences of steps without human 
intervention. This technology has the 
potential to transform customer ser-
vice, marketing, and dynamic pricing 
models by analyzing vast datasets to 
personalize offerings. Geoff Vickrey, 
EY Americas Consulting Technology 
Sector Leader, notes that early adopt-
ers of agentic AI will gain a significant 
competitive advantage.

Outcome-based pricing 
models
As customer expectations shift, tradi-
tional subscription models are under 
scrutiny. Customers demand pricing 
that aligns with the value they receive 
from AI-driven solutions. The transi-
tion to outcome-based pricing models 
ensures businesses charge based 
on the tangible benefits delivered 
rather than access or usage. However, 
this transition requires careful plan-
ning, data analysis, and stakeholder 
engagement. Barak Ravid, EY Ameri-
cas Strategy and Transactions Tech-
nology Sector Leader, emphasizes 
the importance of assessing product 
value relative to acquisition and deliv-
ery costs to effectively communicate 
financial outcomes.

AI-first operating models
Companies must rethink their busi-

ness models and processes to maxi-
mize AI’s potential. Integrating AI into 
every facet of an organization fosters 
cross-functional collaboration and 
operational agility. Traci Gusher, EY 
Americas AI and Data Leader, sug-
gests that rather than bolting AI onto 
existing models, businesses should 
redesign their operations from the 
ground up to stay competitive against 
AI-born startups.

Workforce empowerment 
through AI training
As AI reshapes job roles, businesses 
must invest in workforce training to 
enhance productivity. Employees 
recognize AI’s potential to automate 
repetitive tasks, enabling them to 
focus on higher-value work. By inte-
grating AI-driven training programs, 
such as virtual and augmented reality 
environments, businesses can bridge 
skill gaps and ensure their workforce 
remains competitive. Moreover, AI-
driven copilots can provide on-the-job 
support, increasing efficiency and 
learning outcomes.

AI in Cybersecurity
AI’s role in cybersecurity is a double-
edged sword. While AI-powered 
security solutions can enhance threat 
detection and response, cybercrimi-
nals also leverage AI to exploit vulner-
abilities. Companies must proactively 
integrate AI into their security strate-
gies to safeguard sensitive informa-
tion. 

Tax and legal consider-
ations in AI adoption
Regulatory complexity continues to 
challenge AI adoption. Governments 
worldwide are refining policies around 
AI, data privacy, cybersecurity, and 
taxation. Companies must incorpo-
rate tax and legal professionals into 
their AI strategies to navigate compli-
ance risks. Long Hua, EY Americas 
Technology Tax Leader, underscores 
the importance of embedding legal 
considerations into strategic decisions 

to mitigate unforeseen liabilities and 
regulatory hurdles.

Capital allocation for AI 
investments
To sustain AI-driven growth, busi-
nesses must optimize their financial 
strategies. Many tech companies 
initially relied on contingency budgets 
for AI investments, but as AI becomes 
central to operations, long-term finan-
cial planning is necessary. Strategic 
divestitures of non-core assets can 
free up capital for AI advancements. 
According to the EY CEO Confidence 
Index, many tech CEOs plan to pursue 
divestments, spin-offs, or IPOs within 
the next year to reallocate resources 
toward AI initiatives.

Shaping AI regulations
Regulatory engagement is essential 
for tech companies to shape AI gov-
ernance frameworks. Historically, 
only the largest tech firms actively 
influenced regulations, but as poli-
cies expand to encompass a broader 
spectrum of businesses, proactive 
participation is critical. Bridget Neill, EY 
Americas Vice Chair – Public Policy, 
stresses the importance of advocating 
for harmonized global standards and 
responsible AI guidelines to balance 
innovation with societal concerns (EY, 
2024).

Conclusion
As AI adoption accelerates, tech com-
panies must transition from experi-
mentation to value realization. By 
leveraging AI-first strategies, embrac-
ing agentic AI, adopting outcome-
based pricing, and ensuring regulatory 
compliance, businesses can transform 
AI’s promise into tangible revenue 
streams. The companies that success-
fully integrate AI across operations 
will secure their place in the AI-driven 
future. 

Note: This article is based on a report Top 10 
Opportunities for Technology Companies in 
2025, published on EY.com. 
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AI in executive 
protection: A game 
changer for digital 
identity

By Kanishk Gaur | editor@cisoforum.com

TODAY THE rise of emerging tech-
nologies such as Quantum Comput-
ing, IOT, and artificial intelligence (AI) 
has transformed various industries, 
be it banking, financial services, retail, 
oil & gas, chemical or nuclear sector. 
Hence, safeguarding top executives of 
these organisations from physical, and 
cyber-physical threats, which may 
start from the cyber world, requires 
real-time executive protection in an 
era where influence, disinformation, 
and misinformation are a reality.

AI is also being used for cyber 
attacks, which include voice cloning, 
deepfake creation, digital imper-
sonation, and targeted attacks on 
high-profile individuals. The Hong 
Kong-based Deep Fake Zoom call to 
impersonate the CFO of a large mul-
tinational organisation and scam its 
employees of 25 million USD is a key 
indicator that threat actors will use AI 
for cyber attacks targeting key execu-
tives. This is either by impersonating 
them or social engineering their col-
leagues via deepfake voice cloning or 
social media-based impersonation. 
It is also important to realise that AI 
can emerge as a critical tool in safe-
guarding digital identities and physical 
security. 

Given rapid development in IT industry, it’s 
essential to recognise that today, AI has 
undeniably become a game changer in 
executive protection.
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The challenges of protect-
ing executive digital identi-
ties
Executives are often the primary 
targets of cybercriminals due to their 
access to sensitive corporate informa-
tion and influence over business deci-
sions. Common threats include Spear 
Phishing Attacks and tailored emails 
designed to steal credentials or deploy 
malware. Social engineering has also 
increased, and it involves manipulative 
tactics that exploit personal or corpo-
rate information.

Another key threat is credential 
breaches from the dark, deep web, 
telegram channels, or Wikileaks cables 
that expose private communications. 
Hence, today, traditional security 
measures often fail to address these 
dynamic threats, making the case for 
AI-driven solutions.

Hence, today, AI-powered execu-
tive Protection Solutions are for VIPs 
and top executives across businesses 
and enterprises to bring advanced 
capabilities to executive protection, 
making it possible to predict, detect, 
and mitigate threats in real-time.

However, AI makes a difference 
when it is applied the right way for 
detection, mainly when open-source 
AI is used with the power of a data 
lake, which includes using AI systems 
to analyse executive behaviour pat-
terns and identify anomalies in large 
data environments.

The behavioural anomaly detection 
as it is called uses AI to detect unusual 
login locations or abnormal communi-
cation patterns that can trigger alerts, 
enabling swift action to prevent unau-
thorised access.

Another key method is Digital Risk 
Monitoring, where AI tools scan the 
dark web, social media platforms, and 
other online spaces to detect imper-

sonation attempts, leaked credentials, 
or mentions of the executives. Using 
open-source AI like Lama, Mistral, and 
Claude, this can also be integrated into 
AI-driven threat intelligence platforms, 
incorporating vast amounts of threat 
intelligence data, enabling organ-
isations to identify and respond to 
emerging risks before they escalate.

Machine learning and Natural Lan-
guage Processing (NLP) algorithms 
could also be used to analyse phishing 
emails, fraudulent messages, social 
media platforms, and public databases 
to detect manipulation tactics target-
ing executives.

AI also finds its use case for Facial 
Recognition, where Advanced facial 
recognition systems ensure that only 
authorised individuals can access 
secure locations or systems, reducing 
the risk of impersonation. 

Hence, Executive Protection Moni-
toring (EPM) has become a corner-
stone of safeguarding, whether for 
digital or cyber threats. AI enhances 
EPM by providing continuous moni-
toring and automated alerts for poten-
tial threats targeting executives.

We find its use cases for VIP 
protection, particularly for key gov-
ernment and high-profile business 
executives, including Real-Time Sur-
veillance, i.e., Monitoring online and 

offline activity to detect threats as  
they arise.

Open-source intelligence is  
also used for customised alerts tai-
lored for potential risks based  
on an executive’s specific role  
and exposure. Hence, AI systems can 
Proactively Defend top executives 
from real-time threats. Today, with the 
power of AI systems, one can simulate 
potential attacks to identify vulner-
abilities and strengthen defences on a 
real-time basis.

Incorporating AI into executive pro-
tection significantly mitigates risk—pre-
venting breaches, impersonation, and 
attacks—thereby reducing financial and 
reputational damage. AI-driven digital 
risk management automates threat 
detection, boosting operational effi-
ciency so security teams can focus on 
critical tasks. This enhanced trust lets 
executives operate confidently, know-
ing their digital identities are secure.

Given such changes and rapid 
development, it’s essential to recog-
nise that today, AI has undeniably 
become a game changer in executive 
protection. Hence, today AI redefines 
how organisations safeguard their 
leadership in a digital-first world. So, 
if businesses are looking for compre-
hensive security on a real-time basis, 
they can achieve it by leveraging AI-
driven cyber defence solutions as well.

The return on investment in AI 
is that businesses can stay ahead 
of evolving threats, ensuring the 
safety of their executives and preserv-
ing their brand integrity. Today, as 
Threat actors combine physical and 
cyber threats to launch sophisticated 
attacks, integrating AI into execu-
tive protection strategies is no longer 
optional; it is necessary for navigating 
the complexities of today’s cybersecu-
rity landscape. 

Kanishk Gaur 
CEO, Athenian Tech
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The Business Reality of 
AI in Cybersecurity: Hype 
vs. Practicality

By CISO Forum | editor@cisoforum.com

Despite widespread adoption, organizations remain wary of 
AI’s potential flaws and limitations.
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ARTIFICIAL INTELLIGENCE (AI) has 
been making waves in cybersecurity, 
promising improved protection, effi-
ciency, and cost savings. However, 
a recent report by Sophos, "Beyond 
the Hype: The Business Reality of AI 
for Cybersecurity," highlights a more 
nuanced reality. Based on a survey 
of 400 IT leaders, the report reveals 
significant concerns and expectations 
surrounding AI-driven cybersecurity. 
Despite widespread adoption, orga-
nizations remain wary of its potential 
flaws and limitations.

The rise of GenAI in cyber-
security
GenAI  is quickly becoming a key 
component of cybersecurity strate-
gies, with 65% of IT leaders reporting 
its adoption in some capacity. AI tools 
are being used for threat detection, 
automated response, and security 
workflow optimization. However, the 
enthusiasm for GenAI is tempered by 
deep concerns about its effectiveness 
and reliability. A staggering 89% of IT 
leaders fear that flaws in GenAI-based 
cybersecurity solutions could put their 
organizations at risk.

Chester Wisniewski, Global Field 
CTO at Sophos, cautions against blind 
reliance on AI. “As with many other 
things in life, the mantra should be 
‘trust but verify’ regarding generative 
AI tools. We have not actually taught 
the machines to think; we have simply 
provided them the context to speed up 
the processing of large quantities of 
data,” he explains.

Cybercriminals and AI: A 
slow but steady adoption
According to another Sophos X-Ops 
report, "Cybercriminals Still Not Fully 
on Board the AI Train (Yet)," there has 
been a shift in how bad actors use AI. 
While many cybercriminals remain 
skeptical, some have begun leveraging 
AI to automate routine tasks such as 
crafting bulk phishing emails and ana-
lyzing stolen data.

More sophisticated cybercriminals 
are integrating AI into social engi-
neering tactics and spam campaigns. 
While AI-driven threats have not yet 
become mainstream, it is only a matter 
of time before cybercriminals refine 
their approaches. 

Concerns over AI depen-
dency and cybersecurity 
accountability
The near-universal integration of AI 
into cybersecurity strategies—98% of 
surveyed organizations report hav-
ing some AI-driven security tools—
brings with it the risk of over-reliance. 
Sophos' report highlights that 87% of 
IT leaders fear that excessive depen-
dence on AI could lead to a decline in 
cybersecurity accountability. If human 
professionals are removed from criti-
cal decision-making processes, vul-
nerabilities may go unnoticed or be 
exploited by adversaries.

Another major concern is the pres-
sure on organizations to downsize 
their cybersecurity teams. According 
to the survey, 84% of IT leaders worry 
about the unrealistic expectation that 
AI can replace human expertise, lead-
ing to reductions in cybersecurity 
headcount.

Balancing protection and 
employee well-being
Burnout among cybersecurity profes-
sionals is a well-documented chal-
lenge. Long hours, high-pressure 
incidents, and the ever-present threat 
of cyberattacks contribute to stress 
and exhaustion. AI-driven tools can 
help alleviate some of this burden 
by handling routine alerts, analyzing 
threat intelligence, and streamlining 
response efforts. However, organiza-
tions must be mindful of setting real-
istic expectations and ensuring that AI 
serves as an augmentation rather than 
a replacement for human expertise.

The financial implications 
of GenAI in cybersecurity

Seventy-five percent of IT leaders 
find it difficult to quantify the costs of 
incorporating GenAI into cybersecurity 
products due to many AI-driven solu-
tions using proprietary models, which 
makes it challenging to assess their 
true value. Despite concerns that 80% 
believe GenAI will raise cybersecurity 
tool costs, 87% remain optimistic that 
the long-term savings from improved 
efficiency and automation will offset 
the initial expenses.

Transparent pricing models, mea-
surable ROI, and well-defined perfor-
mance benchmarks will be critical for 
ensuring that AI adoption in cyberse-
curity remains financially sustainable.

The future of AI in cyberse-
curity
To maximize the benefits of AI in 
cybersecurity, organizations should 
consider the following best practices:

	◼ Human-AI collaboration: Organiza-
tions must maintain human oversight 
to ensure AI-generated decisions align 
with strategic security goals.

	◼ Continuous monitoring and verifica-
tion: AI tools should be regularly test-
ed, refined, and updated to mitigate 
the risk of security flaws or biases.

	◼ Employee training and awareness: 
Security teams should be trained on 
AI capabilities and limitations to make 
informed decisions about when and 
how to use AI-driven tools.

	◼ Cost-benefit analysis: Organizations 
should critically assess the financial 
implications of AI adoption, ensuring 
that investment in AI-driven cyberse-
curity solutions aligns with long-term 
strategic objectives.

	◼ Preparation for AI-powered cyber-
crime: As cybercriminals increasingly 
experiment with AI, businesses must 
develop proactive defense strategies 
to stay ahead of emerging threats. 

Source:  Sophos, "Beyond the Hype: The 
Business Reality of AI for Cybersecurity," 2024.
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From Battlefields to  
Cyber Frontlines

By Jagrati Rakheja | jagrati.rakheja@9dot9.in

Brijesh Datta, Executive Vice President and CISO, Jio 
Platforms Ltd, on his leap from the army to corporate 
leadership—challenges, wins, and the power of hands-on 
expertise and lifelong learning.
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AS CYBER threats grow more sophis-
ticated, Brijesh Datta’s journey is one 
of curiosity, adaptability, and resil-
ience. It all began when he stumbled 
upon a hacker magazine during his IIT 
Delhi days—an encounter that ignited 
a lifelong passion for cybersecurity. 
From leading the Indian Army’s first 
cyber ops team to navigating the 
corporate world as a CISO, Datta has 
always believed in learning by doing. 
His transition from military to cor-
porate cybersecurity isn’t just about 
strategy; it’s about embracing change, 
staying hands-on, and building digital 
resilience in an ever-evolving land-
scape.

CSO Forum recently had the oppor-
tunity to delve into his journey and 
the person behind the professional. 
Excerpts from the conversation:

CISO Forum: What has been the 
most defining moment of your 
career so far, and why?
BRIJESH DATTA: The defining 
moment in my career was transition-
ing into cybersecurity. I first encoun-
tered the term during my master’s at 
IIT Delhi. At that time, cybersecurity 
wasn’t even a recognized field in 
India—there were no hacking incidents 
in India in the 1990’s. I remember pick-
ing up my first PHRACK magazine, a 
paperback filled with high-tech articles 
purely for tech enthusiasts out to 
break system internals. 

Later I started reading up even 
more and experimenting hands-on. 
Given the rapid proliferation of sys-
tems and networks in the armed 
forces, I realized cybersecurity would 
become critical. I drew a parallel to 
the physical world: just as homes and 
factories need security, defence net-
works would inevitably require protec-

tion. That realization led me to write 
my first paper on the future of cyber 
operations in the military—both offen-
sive and defensive.

Soon after, I was selected to lead 
the army’s cyber security team and 
tasked with building a team from 
scratch. That moment, in the year 
2000, was when my career trajectory 
changed. There was no looking back 
after that.

Thereafter I spent another decade 
in the army, followed by stints at Airtel 
and Samsung, and for nearly ten years 
now, I’ve been leading cybersecurity 
at Jio. But that first leap into cyberse-
curity, leading the army’s cybersecu-
rity team, remains the most defining 
moment of my career.

CISO Forum: If you could revisit one 
decision in your life and change it, 
what would it be?
BRIJESH DATTA: I have no regrets 
on the professional front. However, 
on a personal level, I do regret injuring 
my knees—twice—first while playing 
basketball, then again in squash. As a 
result of these surgeries, I can’t play 
any high impact games anymore or go 
for a run.

If I could change one thing, I would 
have taken better care of my health.

CISO Forum: CSO Forum: Who has 
been the most influential figure in 
your life, and what key lessons did 
you learn from them?
BRIJESH DATTA: My father. He 
came from a rural background and 
rose to become a Colonel in the Indian 
Army—a remarkable achievement. 
His intelligence and hands-on attitude 
were his greatest strengths, and I 
learnt that mindset from him.

In the corporate world, we often 
hear about being an “individual per-
former.” That’s exactly what my father 
embodied—someone who took own-
ership, got things done, and led by 
example. Watching him rise through 
the ranks and achieve so much had a 
profound impact on me. Though he 

passed away five years ago, his les-
sons continue to guide me every day.

CISO Forum: Which personal habit 
or mindset has contributed most to 
your success in the tech world?
BRIJESH DATTA: Two things—con-
tinuous learning and execution.

I study for at least two to three 
hours every day, more on week-
ends. This has been my routine for 
nearly three decades. Back in the day, 
there were no online resources like 
today—you had to buy books or go to 
a library. Now, knowledge is instantly 
accessible, but the principle remains 
the same: self-study is the key to do 
justice in any profession.

The second is execution. Many 
brilliant people excel at research and 
experimentation but struggle to bring 
ideas to life. I’ve always focused on 
execution—seeing things through to 
their final outcome.

CISO Forum: How do you handle 
failure and self-doubt, and what 
strategies help you bounce back?
BRIJESH DATTA: Like I said before, 

“I study for at least two 
to three hours every 

day… If there’s one thing 
that has worked in my 

favor, it’s self-study and 
continuous learning.”

“Before becoming a 
manager, you must 

be a strong individual 
performer… Lead-
ership starts with 

hands-on expertise.”

KEY 
TAKEAWAYS
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very early in my career I suffered a 
serious knee injury playing basketball, 
leading to a permanent medical down-
grade in the army. At the time, it was 
quite devastating for me as it had a 
direct impact on my future promotion 
prospects in the Army.

Instead of dwelling on the setback, I 
chose to pivot. I shifted my focus from 
operational roles to the technical side 
of the army. That decision led me to 
pursue my master’s degree and even-
tually work in cyber operations. 

Failures are inevitable. What mat-
ters is how quickly you shift your 
focus from what went wrong to what’s 
next. I think the philosophy of always 
looking ahead—and never dwelling on 
failures—has worked well for me.

CISO Forum: If you could impart 
one lesson to the next generation of 
tech leaders, what would it be?
BRIJESH DATTA: Be a strong indi-
vidual performer before becoming a 
manager.

Too often, people aspire to leader-
ship roles without mastering their 
craft. Before you can lead, you must 
know your domain inside and out. 
This means constantly learning, being 
hands-on, and proving yourself as an 
execution expert.

When I hire for management posi-
tions, the first thing I assess is whether 
the candidate is a strong individual 
performer. Leadership isn’t just about 
delegation—it’s about firsthand exper-
tise and the ability to guide others 
effectively.

CISO Forum: How do you measure 
personal growth and success?
BRIJESH DATTA: My definition of 
success has evolved over time. In the 
early years, career growth was the pri-
ority. Today, in my mid-50s, my focus 
is on two things: happiness and good 
health.

If you notice, when elders wish 
you well, they don’t say, “I hope you 
become a CEO.” They say, “I hope 
you are happy and healthy.” That’s 

because, in the end, these are the only 
things that truly matter.

CISO Forum: What’s the biggest 
risk you’ve taken that changed your 
career trajectory?
BRIJESH DATTA: Leaving the army 
in 2010 to join the corporate world.

I was a full Colonel, commanding 
a regiment, with a promising career 
ahead. But for personal reasons, I 
decided to leave. At the time, I had no 
idea the job market was struggling 
post the 2008–09 financial crisis.
Today, I look back and see that taking 
that leap was a very good decision. It 
led me to where I am today.

CISO Forum: How do you unwind 
after a demanding week?

BRIJESH DATTA: Golf. It’s my pas-
sion!

I play once a week, and then spend 
a large part of my weekend “chilling”, 
as my son says, with my family. That’s 
how I recharge.

CISO Forum: As the CISO role 
evolves, what emerging skills will 
be essential by 2025?
BRIJESH DATTA: The future is about 
data and AI.

Cybersecurity professionals must 
develop a deep understanding of data 
engineering, analytics and AI/ML 
technologies. Large language  
models and AI-driven cybersecurity 
solutions will shape the industry, and 
CISOs must quickly adapt to these 
changes. 

People aspire to leadership roles without 
mastering their craft. Before you can lead, 
you must know your domain inside and out. 
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AI IS undeniably one of the most transformative technologies of 
modern times. From enhancing operational efficiency to unlocking 
new business opportunities, it is revolutionizing industries. How-
ever, alongside its potential for progress lies a darker side—one 
that presents new, complex challenges for security leaders. As 
AI technologies, particularly GenAI, continue to evolve, they are 
reshaping the roles of CISOs and tech leaders, raising new con-
cerns in the world of cybersecurity.

The real challenge arises when AI’s capabilities are misunder-
stood. It is not a magic bullet that guarantees flawless outcomes; 
its effectiveness relies on the quality of implementation and the 
data used. AI's role in cybersecurity isn’t just about strengthening 
defense mechanisms—it also poses new threats.

IT security leaders now face a growing array of threats. AI-
enabled attacks are becoming increasingly sophisticated and 
varied. From automated vulnerability discovery to next-generation 
phishing campaigns, adversaries now wield AI as a powerful 
weapon. Additionally, deepfakes and synthetic media are being 
used to impersonate executives or manipulate corporate commu-
nications, causing both reputational and financial damage. These 
threats are evolving faster than traditional security measures can 
adapt.

Meanwhile, employees' unsanctioned use of GenAI tools for 
content creation, strategy development, and software coding often 
leads to inadvertent data exposure and new security vulnerabili-
ties. Organizations establishing their AI infrastructure must also 
contend with model security risks, including inference attacks, 
model theft, and data poisoning. The challenge extends to moni-
toring AI system outputs for potential manipulation and protecting 
against adversarial attacks designed to compromise model integ-
rity.

The saying goes, "There is no such thing as perfect security." 
While there may never be a foolproof security strategy, vigilance 
is paramount. As AI continues to evolve, so too must our approach 
to security. CISOs and tech leaders must remain proactive, balanc-
ing the innovative potential of AI with robust security measures, 
strengthening a culture of cybersecurity awareness, and ensuring 
that their teams are prepared for the unforeseen challenges  
ahead. 

The Dark 
Side of AI

"AI-enabled attacks 
are becoming more 
sophisticated, rang-
ing from automated 
vulnerability dis-
covery to enhanced 
phishing campaigns."

Jatinder Singh 
Executive Editor, CSO Forum
jatinder.singh@9dot9.in
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