A 9.9 GROUP PUBLICATION
APRIL 2026 www.cisoforum.in

SUPPLEMENT OF CIO&LEADER @ cisoforum-in

FORUM

Security For Growth And Governance

WHEN RGENTS GO ROGUE

Autonomous Al is already making decisions that no one approved,
and no one can fully trace

Abhishek Jha

: Dr Pawan Chawla Himachal Jothinarasimhan
Tata Technologies

Tata AlA Life Insurance Ashok Leyland

How Cybersecurity Leaders in India Are Navigating Digital Transformation,
Regulatory Complexity, and Emerging Threats



- taks

WHERE TECHNOLOGY MEETS THE SPOTLIGHT!

WHY JOIN STUDIOTALKS?

Engage in powerful Share your Be featured

conversations that expertise in a among India’s
shape the future of high-impact, top technology
enterprise IT. TV-style format. leaders.

in f X o



A New
Reckoning

THERE IS a particular kind of silence that falls over an industry when
it realizes the ground rules have changed. Security professionals
who have spent years deploying layered defenses, negotiating patch
cycles, and educating boards found themselves reaching for language
that didn't quite exist yet — not because the threat was incompre-
hensible, but because it was, finally, undeniable. The inflection points
which researchers had been quietly anticipating had arrived, and it
had a name - Mythos.

Muthos is not merely a more powerful tool. It is the moment when
offensive capability becomes ambient — when the expertise required
to conduct a sophisticated, multi-stage cyberattack stops being a
scarce human resource and becomes a prompt. This shift demands a
response, and it needs one now.

Yet even as we absorb the implications of Al-driven exploitation,

a second storm is gathering — one that moves more slowly but is
potentially more destructive. Quantum computing is here, and the
timeline to cryptographically relevant systems has compressed from
a theoretical "sometime this century" to the next decade. RSA, ECC,
and the public-key infrastructure securing virtually every enterprise
transaction will be rendered obsolete when a sufficiently powerful
quantum computer is pointed at them. Nation-state actors are already
harvesting encrypted data today, intending to decrypt it tomorrow
with quantum systems.

For CISOs, the convergence of these two forces creates a threat
environment of unusual complexity that requires a two-speed
response. The Al crisis is an immediate operational urgency: compress
patch windows, rebuild incident response around hours, and equip
teams with Al-augmented defenses. The quantum crisis requires
strategic patience: audit your cryptographic estate, identify long-lived
sensitive data, and begin migration to post-quantum standards.

The emerging imperative is not technical alone. It is organizational,
financial, and cultural. Boards must understand that past risk models
are already obsolete. We are living through a compression of threat
timelines with no modern precedent. Al is collapsing the present.

Quantum will be quietly dismantling in the future. The organiza-
tions that will navigate this era are not those with the largest budgets,
but those with the discipline to act before the breach rather than in its
aftermath. =
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“The organizations
that will navigate this
era are not those with
the largest budgets,
but those with the
discipline to act be-
fore the breach rather
than in its aftermath."

—
R. Giridhar

Editorial Director,
Enterprise Tech Publications
C-raja.giridhar@®timesgroup.com
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Il CISO MOVEMENTS

Neelam Dhawan appointed as Chairperson of Data Security
Council of India

Neelam Dhawan has been appointed as Chairperson of the

Data Security Council of India (DSCI), effective April 1, 2026,
marking a key leadership development in India’s cybersecurity and
data protection landscape. She succeeds Promod Bhasin and will
collaborate with industry and government stakeholders to strengthen
cyber resilience nationwide efforts across.

Preeti Singh joins Teciem as CISO

Preeti Singh has been appointed as Chief Information Security
Officer at Teciem, reinforcing focus on cybersecurity, risk
management, and governance. She will lead information security
strategy, including GRC, ensuring strong protection frameworks and
secure operations. Previously at OSTTRA, HCL Technologies, Aviva, and
Ernst & Young, she brings deep expertise in cybersecurity governance.

Raghav Grandhi joins Ramoji Group as CISO

Raghav Grandhi has been appointed as Chief Information Security
Officer at Ramoji Group, strengthening cybersecurity and information
security capabilities. He will lead enterprise-wide security strategy, risk
management, compliance, and protection of digital assets. Previously at
Spandana Sphoorty, Incozen Therapeutics, GVPR Engineers, and Balgji
Railroad Systems, he brings strong expertise in governance.

Vinay Jain joins Kiwi General Insurance as CISO

Vinay Jain has been appointed Chief Information Security Officer
at Kiwi General Insurance, strengthening cybersecurity and risk
management leadership. He will lead enterprise security strategy,
governance, compliance, and resilient architecture. Previously at
ICICI Lombard and ReBIT, he brings expertise in Al security, cloud,
DevSecOps, and cyber risk management.
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India’s cybersecurity
spends hits $3.4 billion

Gartner forecasts India’s cybersecurity spend surge as
Al threats and DPDP compliance push security to the

boardroom.

By CISO Forum | editor@®cisoforum.com

INDIA’S INFORMATION security sector is set for a
landmark year. End-user spending is forecast to hit
S34 billion in 2026, marking an 11.7% jump from
$3.07 billion in 2025, according to new data from
Gartner. The surge is no accident — it reflects a per-
fect storm of Al-powered cyberattacks, sweeping
new data protection legislation, and a corporate India
finally treating cybersecurity as a boardroom issue
rather than an IT afterthought.

Software leads, services surge
Security software is both the largest and fastest-grow-
ing segment, projected to reach $1.56 billion — a124%

rise — as organisations pour money into endpoint pro-
tection and cloud security platforms.

Security services are close behind at $S1.44 bil-
lion, growing 11.1%, powered by a sharp appetite for
managed detection and response (MDR). Managed
services are the breakout star of the segment, clocking
an estimated 15.1% growth rate as enterprises seek
scalable, cost-efficient alternatives to building in-house
security teams from scratch.

Network security, while the smallest segment at
S437 million, still posts a healthy 11.1% expansion.

The identity crisis at the heart of it all
Gartner analysts point to a decisive shift in threats.
Credential theft, deepfake-enabled fraud, and Al-
assisted attacks are rapidly widening the attack sur-
face. The response? Indian CISOs are now treating
identity threat detection and response (ITDR) as a
core security priority — not a niche consideration.

Underpinning all of this is compliance pressure.
India’s Digital Personal Data Protection (DPDP) Act,
alongside evolving global Al regulations, is placing
personal liability on boards and executives, compel-
ling organisations to act fast or face financial penal-
ties and reputational fallout.

What CISOs must do now
Gartner urges cybersecurity leaders to abandon IT-
centric compliance thinking and build collaborative

“End-user spending on informa-
tion security in India is forecast to
total $3.4 billion in 2026.”

frameworks with legal, procurement, and business
units. The organisations that thrive will be those that
treat security not as a cost centre, but as an enabler of
secure, scalable growth. m
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CrowdStrike and NVIDIA
rewire Al agent security

CrowdStrike and NVIDIA embed security into Al agents,
redefining governance for autonomous systems at

enterprise scale.

By CISO Forum | editor(®cisoforum.com

CROWDSTRIKE HAS unveiled a Secure-by-Design
Al Blueprint built in collaboration with NVIDIA, mark-
ing a significant shift in how enterprises will govern
and protect autonomous Al agents. The architecture
embeds security directly into the Al agent stack —
from development through runtime — wherever
agents are deployed.

Why this matters now

As organizations move beyond Al copilots toward fully
autonomous agents capable of independent reason-
ing and action, the security stakes have dramatically
escalated. Al agents now function as privileged identi-
ties with direct access to data, applications, compute
resources, and other agents. Traditional security con-
trols, designed for slower, human-driven workflows,

“Security can no longer sit at the
edges of Al systems; it must be
embedded at the foundation.”

6
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are not built for systems operating at machine speed.

The blueprint addresses this gap head-on by
integrating CrowdStrike’s Falcon platform directly
into NVIDIA’s OpenShell—an open-source runtime
that enforces policy-based guardrails for autono-
mous-agent deployments. OpenShell is part of the
broader NVIDIA Agent Toolkit and provides isolated
sandboxes with built-in policy enforcement and pri-
vate inference capabilities.

What the blueprint actually does

m Al policy enforcement via Falcon Al Detection
and Response (AIDR), securing every prompt,
response, and agent action in real time

m Endpoint protection for local agents running on
NVIDIA DGX Spark or DGX Station

m Cloud runtime security for agents built on the
NVIDIA Al-Q Blueprint across cloud and data
center environments

m Identity-based governance through Falcon
Next-Gen Identity Security, ensuring agents
operate strictly within defined access
boundaries.

Industry backs the move

CoreWeave’s CISO, James Higgins, underscored the
urgency, noting that Al infrastructure has rapidly shift-
ed from experimentation to mission-critical production,
demanding systems that are observable, governed,
and resilient by design.

CrowdStrike’s Chief Business Officer, Daniel Bernard,
put it plainly — security can no longer sit at the edges of
Al sustems; it must be embedded at the foundation.

As agentic Al accelerates across industries, this
blueprint could set the security standard for enter-
prise Al deployment in the years ahead. m
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Okta forces the Al agent
security reckoning

Okta unveils a framework and product to secure Al
agents before enterprise risk spirals out of control.

By CISO Forum | editor(®cisoforum.com

Al AGENTS are no longer a future concern. A
staggering 88% of organizations have already
reported suspected or confirmed Al agent secu-
rity incidents, yet only 22% treat these agents as
independent, identity-bearing entities. Okta is bet-
ting that gap is a ticking time bomb — and it has a
blueprint to defuse it.

The identity security giant has unveiled a compre-
hensive framework for what it calls the “secure agen-
tic enterprise,” alongside a new product, Okta for Al
Agents, set to be generally available on April 30, 2026.

Three questions every enterprise
must answer

Okta's blueprint cuts to the heart of the problem with
three deceptively simple questions: Where are my

“Where are my agents? What
can they connect to? What can
they do?”

agents? What can they connect to? What can they do?

These aren't trivial asks. Modern superagents can
execute terminal commands, access file systems,
transfer data across applications, and autonomously
run complex workflows — all without human interven-
tion. Worse, employees are quietly spinning up “shad-
ow agents” that connect to enterprise systems entirely
outside IT oversight.

What Okta for Al agents actually does
The platform delivers tools across all three pil-
lars of the framewaork. For discovery, it extends
Okta's catalog of 8,200+ integrations to include
Al agent platforms like Google Vertex Al, Boomi,
and DataRobot — registering agents as governed,
first-class identities with clear human ownership.

For access control, its Agent Gateway acts as a
centralized control plane, logging every interaction
between agents and enterprise resources. At the same
time, privileged credential management ensures that
no credentials are ever stored in plain text.

Most critically, for behavioral control, Okta
introduces a universal “kill switch” — instantly
revoking all access tokens the moment an agent
deviates from its intended function.

Whuy this is different
Traditional identity security was built on the assump-
tion of predictable human behavior. Al agents are
neither human nor predictable. With models now
capable of spawning entire teams of ephemeral sub-
agents, the blast radius of a compromised agent has
grown dramaticallu.

Okta’s move signals that identity management is
no longer just about people — it's about everything
thatacts. m

April 2026 = CISOForum 7/



WHEN RGENTS GO ROGUE

Indian enterprises are deploying Al agents faster than they can
govern them. Autonomous systems are making irreversible decisions
nobody authorized, and nobody can fully audit.

By Jagrati Rakheja jagrati.rakheja@timesgroup.com



A Scenario That Could
Happen Today
Itis 11:47 p.m. in a mid-sized Indian
insurance company’'s Mumbai head-
quarters. No human is in the office.
But an Al voice agent is working with-
out pause, handling inbound policy
queries, cross-selling products, and
processing consent-based debits for
premium payments.

A new customer, frustrated after
a claims dispute, calls in. Through a
carefully worded complaint laced with
indirect prompt injection, the caller
manipulates the agent’s instructions,
convincing the system that the cus-
tomer’s debit mandate covers a “policy
upgrade.” Within minutes, the agent
has debited four accounts, issued
three duplicate policies, and sent
confirmation emails to all parties. By
the time the operations team notices
the anomaly, the damage has already
cascaded across multiple downstream
systems. No human authorized any of
it. No traditional firewall caught it. And
the audit trail is nearly impossible to
reconstruct.

This is not a speculative future. It
is the kind of scenario that is already
keeping India’s enterprise security
leaders awake at night. This is the new
reality of enterprise risk—one that fun-
damentally alters how cybersecurity
must be understood.

From Deterministic to
Autonomous Threats

For decades, cybersecurity has oper-
ated on a broadly predictable universe.
Threats were rule-based, human-orig-
inated, and largely reactive. Firewalls,
DLP tools, SIEM platforms—the entire
security stack was engineered around
the assumption that you could define
what “normal” looked like and detect
deviations from it. Agentic Al breaks
that assumption entirely.

COVERSTORY W

"Trust Al for speed, trust the
human for judgment, and
trust the CISO for guardrails."

Abhishek Jha
Global CISO,
Tata Technologies

A deterministic threat landscape
has traditionally driven the security
landscape. With the advent of Al, it's
becoming increasingly non-determin-
istic and more autonomous.

What makes this shift so concern-
ing is not just the scale or speed at
which Al agents operate, but the
nature of the actions they can take.
Modern agentic systems do not mere-
ly respond to queries; they call APIs,
trigger financial transactions, send
communications, modify databases,
and coordinate with other agents.
According to the State of Agentic Al
Security 2025 report, 69% of enter-
prises are already piloting or running
agentic Al in production. Yet only 21%
have the visibility needed to secure
those deployments.

For Indian enterprises the challenge
is particularly acute. A recent Delinea
survey found that 68% of Indian
respondents had discovered unsanc-
tioned Al tools or agents accessing
company systems in the past twelve
months—well above the global aver-

April 2026 = CISOForum 9
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age of 53%. Only 27.6% of respon-
dents said they could detect shadow
Alin real time.

The Risk Taxonomy of
Agentic Al

Dr. Pawan Chawla, SVP, CISO & DPPO
at Tata Life Insurance, articulates a
clear taxonomy of the risks that enter-
prise CISOs must now contend with.

The first is autonomy risk—systems
acting before sufficient verification or
validation are completed. The second
is cascading errors, where one incor-
rect autonomous action triggers a
chain of downstream consequences
across multi-agent pipelines. “One
incorrect autonomous injection will
result in different following injections,”
he notes, making multi-agent coordi-
nation a critical risk.

Then there is prompt injection and
control takeover—arguably the most
insidious risk. Unlike a traditional
cyberattack that exploits code vulner-
abilities; prompt injection exploits the
semantic layer of an Al agent, manipu-
lating its understanding of what it
should do rather than breaking the
rules of what it can do. A 2024 real-
world incident in financial services
demonstrated this pattern: an attacker
tricked a reconciliation agent into
exporting an entire customer database
by framing the request as a routine
business task.

Irreversibility is another critical
dimension. When an Al agent exe-
cutes a transaction, sends an email,
or deletes data, that action may not
be undoable. And finally, there is the
problem of traceability—once prompt
cascades through multiple agents,
reconstructing what happened, and
proving who or what was responsible,
becomes extraordinarily complex.

This last point carries profound legal
implications that the industry has not
yet resolved. As Jayjit Biswas, Head
of Information Security at Tata Motors,
frames it, “If agentic Al takes a wrong
decision responding to a customer’s
question, who takes the contractual

10 CISOForum = April 2026

obligation?” It is an open question—and
reqgulators around the world are only
beginning to formulate answers.

Shadow Al and Vibe Coding
Time Bombs

One of the most underappreciated
risks in Indian enterprises today is
shadow Al—the praoliferation of Al
tools adopted by employees and busi-
ness units without governance over-
sight or security review.

Abhishek Jha, Global CISO at Tata
Technologies, describes a scenario that
will resonate with anyone who has
worked in a large organization. An Azure
Al agent, built by a well-meaning devel-
oper to measure workforce productivity,
inadvertently exposed compensation
benchmarks, PlI, and salary structures—
information that would have taken
months to extract using conventional
methods. “Gone are the daus of focus-
ing only on network segmentation,”
he observes. “Now it is the age of data
segmentation.”

Jha also raises the specter of “vibe
coding”—a term for Al-generated code
that bypasses every conventional
security control in the software devel-
opment lifecycle: no SAST, no DAST,
and no three-tier architecture review.
Code written by an Al at1a.m. and
pushed into production by 5 a.m., with
no human judgment applied between
the two events. “There is no ISO or
compliance standard for vibe coding,”
he notes. “Your CIO or CTO asks for a
piece of code, and it is productionized
before the security team even knows
it exists.”

His prescription is simple but pro-
found: “Trust Al for speed, trust the
human for judgment, and trust the
CISO for guardrails.”

A Governance Framework
That Works

The emerging consensus among India’s
security leadership is that Al risk cannot
be owned solely by the CISO. Himachal
Jothinarasimhan, Head of Cybersecu-
rity at Ashok Leyland, describes the Al

"One incorrect autonomous
injection will result in differ-
ent following injections.

Dr. Pawan Chawla
SVP, CISO & DPPQ,
Tata AlA Life Insurance

governance committee his organization
has established—a cross-functional
body that interrogates every new Al tool
request: What data will it access? What
is the business needed? What is the risk
of exposure?

“We understand what they want,
why they want it, and what dataset
they are going to use,” he explains.
“That is the first and foremost control.”

But governance must extend well
beyond the security team. Legal
counsel must be involved—not as
an afterthought, but as a core par-
ticipant—given the rapidly evolv-
ing requlatory landscape around
Al liability in India and globally. HR
must engage, as the workforce
transformation driven by Al creates
its own class of human-machine
interface risks. Business leaders
must own their Al deployuments, not
delegate risk to the CISQO, and walk
away. “CISO’s role is governance and
compliance,” says Jha. “Let it stick to
that. The owner of the Al risk is the
organization.”



Operationally, the emerging best
practices for agentic Al security
converge around several principles:
maintaining a live inventory of every
Al agent deployed in the enterprise
(since you cannot control what you
cannot see); implementing strict privi-
lege boundaries and least-privilege
access for non-human identities;
establishing real-time behavioral mon-
itoring with the ability to isolate and
quarantine anomalous agents; design-
ing for reversibility wherever possible;
and building explainability into agent
workflows so that every autonomous
action can be traced, audited, and
attributed.

Security by Design, Not
Repair

Perhaps the most important mind-
set shift that is emerging in India’s
security community is moving from
treating security as an afterthought to
treating it as a future thought—some-

thing designed into Al systems at
their inception, not retrofitted after an
incident.

“Security is not the afterthought like
yesterday,” says Jha. “Now, security
has to be a future thought, and you
have to be ahead of the race to cope
with AL”

Traditional DLP tools can-
not intercept a voice query to
ChatGPT. Traditional SIEMs can-
not flag a cascading multi-agent
prompt injection. Traditional
compliance frameworks have not
yet caught up with the realities of
autonomous code generation or
Al-driven financial transactions.
The tooling gap is real, and the
organizations that acknowledge
it honestly—rather than retrofit-
ting old controls onto new risks—
will be the ones that govern Al
responsibly.

India is building on Al faster than
almost any other economy. The

COVERSTORY H

"We understand what they
want, why they want it, and
what dataset they are going
to use. That is the first and
foremost control."”

Himachal Jothinarasimhan
Head of Cybersecurity,
Ashok Leyland

enterprises that will lead are not
those that restrict innovation in the
name of security, nor those that
deploy autonomy without guard-
rails. They are the ones building
cross-functional trust, governance
maturity, and security imagination to
ensure that when the agent acts, it
does so within bounds humans have
deliberately chosen.

The agent is already in your com-
pany. The real question is whether
you are prepared to govern it.

This article draws on a panel
discussion featuring Abhishek Jha
(Tata Technologies), Dr. Pawan
Chawla (Tata Life Insurance),
Hitesh Sachdeva (ICICI Bank),
Jayjit Biswas (Tata Motors), and
Himanshu Joth (Ashok Leyland), as
well as findings from the State of
Agentic Al Security 2025, Delinea’s
India Al Security Survey 2026, and
Acuvity’s 2025 State of Al Security
report.m
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IN 2026, cybersecurity is no longer

a technical discipline focused on
protecting systems—it is a leadership
mandate focused on protecting
enterprise trust, decision integrity, and
regulatory credibility. As organizations
accelerate Al adoption, expand across
hybrid and multi-cloud environments,
and digitize core operations, the attack
surface has shifted from networks

to identities, data flows, third-party
dependencies, and algorithmic
decision layers.

This CISO Priority Survey captures
that inflection point through the views
of senior infosec leaders operating at
the sharp end of digital transforma-
tion. Their responses reveal a striking
pattern: while boards are increasingly
aware of cyber risk, many organiza-
tions remain structurally unprepared
for the speed, scale, and systemic
nature of today’s threats. The chal-
lenge is no longer about detecting
more attacks—it is about governing
risk in environments where humans,
machines, and Al agents act autono-

CRAM—

R. Giridhar

Editorial Directar,

Enterprise Tech Publications
C-raja.giridhar@timesgroup.com

SURVEY &

mously, often beyond traditional con-
trol boundaries.

For CISQOs, this report is a mirror.

It reflects how peers are reframing
security from a cost center to a stra-
tegic capability that protects business
continuity, brand trust, and requlatory
standing. It surfaces where maturity is
lagging—especially in recovery readi-
ness, identity lifecycle governance,
and Al risk enforcement—and where
investment is moving toward foun-
dational trust architecture rather than
incremental tools. Most importantly,
it arms CISOs with evidence to move
conversations with the board from
“security spend” to enterprise resil-
ience, compliance defensibility, and
decision velocity.

For boards and CxQs, this report
is a governance wake-up call. Cyber
and Al risks are now inseparable from
business risk, regulatory exposure,
and reputational resilience. The survey
findings underscore that leadership
misalignment—not technology gaps—
is the biggest barrier to stronger secu-
rity outcomes. Oversight must there-
fore evolve from periodic risk reviews
to shared ownership of cyber and Al
governance, with clear accountability
for resilience, recovery readiness, and
third-party exposure.

Read this report not as a snapshot
of threats, but as a guide to governing
trust at digital speed. The organiza-
tions that internalize these signals will
not merely defend against disrup-
tion—they will build the structural
resilience required to compete, com-
ply, and lead in an Al-native economuy.

As alwaus, we welcome your feed-
back and comments.

Jatinder Singh
Chief Editor, CISO Forum
jatinder.singhl®timesgroup.com
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The Security Priority Reset
CISOs reveal the real risk agenda
for 2026—and what boards must
do differently to govern cyber risk,
Al risk, and business resilience

The CISO Priorities Survey 2026,
based on insights from senior
information security leaders

across large and mid-sized Indian
enterprises, reveals a profound shift

in how cubersecurity is being defined,
governed, and operationalized. This
research captures a pivotal moment
where traditional security paradigms
are giving way to strategic imperatives
driven by emerging technologies,
regulatory evolution, and the
fundamental reimagining of digital
trust. Security is no longer anchored to
infrastructure protection alone; it has
become a core pillar of enterprise trust,
regulatory defensibility, and decision
integrity in an Al-native operating
environment.

CISOs identify generative Al,
identity sprawl, third-party depen-
dencies, and multi-cloud complexity
as the most consequential security

exposures—signaling a move away
from perimeter-centric risk models.
The framing of cyber risk to business
leadership has evolved in parallel:
security is increasingly articulated in
terms of trust erosion, regulatory con-
sequences, operational continuity, and
reputational risk, rather than technical
vulnerability counts.

Investment priorities point to a stra-
tegic rebalancing—from accumulating
tools to building foundational trust
architecture, including identity gover-
nance, zero trust enforcement, cyber
resilience, and third-party risk man-
agement. Threat perceptions further
reinforce that systemic, supply-chain,
and geopolitical risks now rival con-
ventional cybercrime in board-level
impact potential. Yet organizational
barriers—notably leadership misalign-
ment, budget prioritization conflicts,
talent burnout, and tool sprawl—con-
tinue to constrain execution.

The maturity assessment shows
a gap between detection and recov-
ery, leaving enterprises exposed to
prolonged disruption. Generative Al
has outpaced governance, creating
decision-layer risks managed more by

policy than controls. Regulatory pres-
sure, especially DPDP compliance, is
reshaping security architecture and
elevating data governance and access
control into strategic priorities.

The survey data reveals both prog-
ress and persistent challenges. While
49% of respondents report that their
boards now view cybersecurity as crit-
ical to enterprise resilience and brand
trust, nearly half of organizations still
struggle with fundamental capabilities
like enterprise-wide cyber resilience
planning and supply chain risk gover-
nance. This maturity gap, combined
with ongoing challenges around tal-
ent shortages and executive support,
underscores that the journey from
tactical security operations to strategic
risk management remains incomplete
for many organizations.

Cybersecurity must evolve from
control to governance in 2026. Win-
ning organizations will have boards
co-own cyber and Al risk, strengthen
resilience, empower CISOs with archi-
tectural authority, and measure secu-
rity by shock absorption, trust recov-
ery, and sustained decision velocity in
a high-risk digital economym
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The Convergence of Legacy and Emerging Threats

The survey shows a clear top-tier
concern: Generative Al and Shadow
Al use has overtaken traditional cloud
or perimeter risks as the most press-
ing security domain for CISOs. This
reflects the democratization of pow-
erful Al capabilities and the resulting
explosion of unsanctioned Al tool
usage across enterprises.

Unlike previous shadow IT chal-
lenges—where unauthorized cloud

Multi-cloud and hybrid infrastruc-
ture continue to rank high but are no
longer novel risks; instead, CISOs are
worried about control fragmentation,
inconsistent policy enforcement, and
operational blind spots across platforms.
The abstraction layers that make cloud
computing powerful—APIs, containers,
serverless functions—also create new
attack surfaces and configuration pit-
falls. The challenge intensifies in hybrid

extends beyond technology—it
encompasses inventory manage-
ment, risk assessment, and the grad-
ual replacement of cryptographic
libraries across sprawling digital
estates.

For now, post-quantum cryptog-
raphy appears as a lower-ranked
near-term priority, indicating that
CISOs acknowledge the threat but
see Al misuse and identity sprawl as

Al Overtakes Cloud as the Biggest Security Challenge

Generative Al & Shadow Al

Multi-cloud & hybrid infrastructure

Identity & access management at scale

Legacy systems & OT/IcT integration

Post-quantum cryptographic migration

Al and identity sprawl are emerging as the new, ungoverned attack surface for enterprises. Leaders will need to consider Al and identity as

core enterprise risk domains, not IT sub-projects (Relative Impact Score)

services were the primary concern—
shadow Al introduces novel risks
around data exfiltration, intellectual
property leakage, and the generation
of false but convincing information
(hallucination) that could corrupt busi-
ness processes or decision-making.

Identity & Access Management at
scale ranks consistently high, reinforcing
the reality that identity—not networks—is
now the security control plane of the
enterprise. This underscores the persistent
difficulty of managing digital identities in
an era of remote work, third-party integra-
tions, and API-driven architectures. The
proliferation of service accounts, machine
identities, and temporary credentials has
created identity sprawl that exceeds the
capacity of many organizations to effec-
tively monitor and govern.

environments where traditional perim-
eter-based controls coexist uneasily
with cloud-native architectures, forcing
security teams to master multiple con-
trol planes while maintaining consistent
policies across heterogeneous environ-
ments.

Legacy systems and OT/IoT integra-
tion remain structurally risky—espe-
cially in manufacturing, BFSI, and utili-
ties—where modernization is slow but
exposure is real thanks to the growing
imperative to connect operational tech-
nology to corporate networks.

For organizations handling sensi-
tive intellectual property, financial
records, or personally identifiable
information with long-term value,
the cryptographic clock has already
started ticking. The challenge

more immediate business risks than
cryptographic obsolescence. This
prioritization reflects pragmatic risk
management: CISOs are triaging what
can damage enterprises in 12 to 24
months, not just what might break
security architectures in five years.

What This Means?

= Treat Al governance as a
board-level risk category, not
an IT experiment

= Mandate identity governance
as part of enterprise risk
posture

= Implement unified security
architecture across clouds—not
tool sprawl

April 2026 = CISOForum 15
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Boards Recognize Strategic Value of Cybersecurity

Board perception of cybersecurity
drives resources, governance, and
security leadership. Survey data
shows improving but uneven under-
standing across Indian enterprises.
Nearly half of respondents (49%)
report that their boards view cyberse-
curity as a critical component of enter-
prise resilience and brand trust—the
most sophisticated and strategically
aligned perspective available in the

analytics, or security architecture
innovation that lies outside regulatory
mandates. The compliance-first mind-
set also tends to produce checkbox
behaviors that satisfy auditors without
necessarily reducing actual risk.

18% of respondents say their boards
view security as a strategic enabler of
digital transformation. These organiza-
tions integrate security into product
development, M&A, and expansion

ently negative, but potentially narrow in
scope if it excludes operational resilience
and strategic considerations.

CISOs are increasingly position-
ing cybersecurity not as a technical
problem but as a business risk with
reputational, customer trust, and
regulatory consequences. This marks
a maturation of the CISO narrative:
risk is no longer about malware; it is
about brand credibility, requlatory

Cyber Risk Is Now a Trust and Compliance Issue

As a critical component of enterprise resilience & brand trust

As a compliance & legal risk

As a strategic enabler of digital transformation

As an operational cost center with limited ROl visibility

As a reputational & customer trust issue

49%

The shift toward resilience-focused board engagement marks maturation of cyber risk governance, though one-quarter of organizations still

frame security primarily through compliance or cost lenses.

survey. This marks a shift from earlier
paradigms where security was viewed
mainly through compliance oras a
cost center. These organizations have
regular board-level security briefings,
embed cyber risk into enterprise risk
management, and link security invest-
ments to business outcomes rather
than just threat mitigation.

The second-largest cohort (21%)
reports boards that view security
primarily through a compliance and
legal risk lens. While this perspective
ensures regulatory obligations receive
appropriate attention, it can inadver-
tently limit security's strategic influ-
ence. Organizations in this category
often excel at audit readiness and
documentation but may underinvest
in proactive threat hunting, advanced
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planning. Security enables rather than
merely protects, facilitating faster cloud
migrations, API-driven business mod-
els, and partner ecosystem integration
through thoughtful control design.

7% of respondents report boards
still view cybersecurity as an opera-
tional cost center with limited ROl vis-
ibility. In these organizations, security
budgets compete directly with other
cost centers, measured primarily on
efficiency metrics rather than risk
reduction or business enablement.
This perspective typically correlates
with reactive security programs, mini-
mal executive engagement, and per-
sistent underinvestment.

An additional 6% report boards that
frame security primarily as a reputation-
al and customer trust issue—not inher-

survival, and customer confidence.
CISOs also increasingly see Al not just
as a tool risk, but as a business logic
risk—where flawed models can cause
financial, legal, and ethical damage at
scale. The idea of cyber risk as opera-
tional resilience (business continuity,
uptime, recovery) is now mainstream,
not aspirational.

What This Means?

= Cyber risk should be reported
in terms of business impact
(revenue, trust, compliance)

= Al governance should be tied to
enterprise risk oversight

= Vendors should be held to
shared security accountability
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Investing in Enterprise-Wide Resilience

Respondents ranked 2026 cyberse-
curity priorities around resilience, risk
quantification, and requlatory adapta-
tion. Building enterprise-wide cyber
resilience was the top priority for 44%,
followed by regulatory compliance.
This focus reflects a shift from
prevention to accepting breaches as
inevitable. Organizations are prioritiz-
ing impact minimization through faster
detection, response, and recovery,

shift that boards must support with
resources and cross-functional man-
dates. Compliance with the Digital Per-
sonal Data Protection Act and sectoral
regulations claimed 39% of first-place
rankings, underscoring theirimpact. The
DPDP Act introduces significant penal-
ties and requires operational changes
in data handling, moving beyond docu-
mentation-led compliance.

Securing Al, GenAl, and agentic Al ranked

ments, audit rights, and liability provisions.
Aligning cybersecurity invest-
ment with business risk quantification
rounded out the top five, reflecting the
growing demand for security lead-
ers to articulate cyber risk in business
terms rather than technical metrics.
This priority signals recognition that
security's credibility and influence
depend on demonstrating clear con-
nections between security invest-

Extortion, Human Risk, and Emerging Technologies Lead Concerns

Ransomware with multi-layered extortion

Insider threats & human risk

Cloud/API misconfigurations

Nation-state or geopolitically motivated attacks

Cyber insurance coverage

Post-quantum decryption risk

Identity-centric breaches

Al-driven attacks

Supply chain attacks

The threat landscape shows clear stratification with ransomware and human-centric risks representing the most immediate and severe

supported by business continuity and
incident response readiness.

Investment priorities show a pivot
away from “buying more tools” toward
architectural resilience and governance
maturity. Identity security, zero-trust
enforcement, and third-party risk plat-
forms dominate funding intent, signal-
ing a focus on reducing structural risk
rather than reacting to alerts.

The prioritization of enterprise-
wide resilience represents a strategic

organizational risks (Relative Impact Score)

third at 11%, reflecting growing attention
despite being an emerging domain.
Strengthening supply chain and third-
party risk governance came at fourth
place. However, the relatively low priori-
tization of supply chain risk governance
is concerning given the demonstrated
impact of recent third-party breaches.
Boards should question whether their
organizations truly understand the secu-
rity posture of critical vendors, and if con-
tracts include adequate security require-

ments and quantifiable risk reduction.
The message is clear: security archi-
tecture is now a business efficiency
lever, not just a defense mechanism.

What This Means?

= Fund architectural modernization,
not tactical patchwork

= Implement Al risk controls
alongside Al investments

= Treat cyber resilience as
business continuity insurance

April 2026 = CISOForum 17
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Ransomware and Human Risk Dominate Concerns

Security leaders rated nine distinct
threat vectors on a five-point sever-
ity scale, revealing a threat landscape
where ransomware operations and
human risk factors command over-
whelming executive attention. The
data underscores a sobering real-

ity: despite years of awareness and
investment, organizations continue to
face existential threats from profes-
sionalized ransomware ecosystems,

that enable attackers of varying skill
levels to deploy destructive payloads.
The multi-layered extortion model
has fundamentally changed the ran-
somware calculus for organizations.
Beyond traditional encryption that
disrupts operations, adversaries now
threaten public disclosure of exfiltrat-
ed data, leading to impossible choices:
pay ransoms that fund criminal eco-
systems and provide no guarantee of

ing them as high or extremely severe.
This persistent vulnerability reflects
that humans remain the most exploit-
able component of enterprise security
despite substantial investment in
awareness programs and technical
controls. The insider threat encom-
passes both malicious actors—dis-
gruntled employees seeking revenge
or financial gain, corporate espionage,
fraud—and well-intentioned users

Cyber Risk Is Now a Trust and Compliance Issue

As a critical component of enterprise resilience & brand trust

As a compliance & legal risk

As a strategic enabler of digital transformation

As an operational cost center with limited ROl visibility

As a reputational & customer trust issue

49%

The shift toward resilience-focused board engagement marks maturation of cyber risk governance, though one-quarter of organizations still

frame security primarily through compliance or cost lenses.

while the human element remains
the weakest link in enterprise security
architectures.

Ransomware with multi-layered
extortion emerged as the most severe
threat by a commanding margin,
earning the highest rating with 79%
of respondents rating it as high or
extremely severe—nearly ten percent-
age points above the second-ranked
threat. This finding reflects ransom-
ware's evolution from opportunistic
malware to sophisticated, industrial-
ized operations that combine data
exfiltration with encryption in devas-
tating double-extortion attacks. Mod-
ern ransomware gangs operate as
professional criminal enterprises with
customer service departments, negoti-
ation protocols, and affiliate programs
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data deletion, suffer extended down-
time that threatens business viability,
or accept public disclosure of sensitive
data that damages customer trust
and regulatory standing. The average
ransom demand has escalated into
millions of dollars, while total recovery
costs—including forensic investiga-
tion, system rebuilding, legal fees,
regulatory fines, and business disrup-
tion—often exceed the ransom itself
by factors of ten or more. For many
organizations, a successful ransom-
ware attack represents an extinction-
level event that forces fundamental
questions about business continuity
and organizational viability.

Insider threats and human risk
earned the second-highest severity
rating, with 71% of respondents rat-

whose actions inadvertently create
risk through configuration errors,
phishing susceptibility, or policy viola-
tions. The challenge has intensified
with remote work arrangements,
BYOD policies, and cloud-based
collaboration tools that blur tradi-
tional workplace boundaries and make
monitoring more complex. The rise

of sophisticated social engineering—
including Al-generated deepfakes and
emotionally manipulative pretexting—
has made even security-aware users
vulnerable to manipulation.

Al-driven attacks ranked third, with
70% rating them high or extremely
severe. This concern reflects the
democratization of offensive capabili-
ties—sophisticated techniques once
limited to nation-state actors are



now accessible through automated
tools and Al-assisted exploitation
frameworks. Adversaries leverage Al
for enhanced spear-phishing cam-
paigns that adapt messaging based
on target behavior, deepfake-enabled
social engineering that impersonates
executives with disturbing accuracy,
automated vulnerability discovery
that finds zero-day exploits faster
than defenders can patch, and adap-
tive malware that evolves to evade
signature-based detection.

Identity-centric breaches secured
fourth place with 68% severity rat-
ings, underscoring that credentials
have become the primary attack vec-
tor in modern breaches. Rather than
breaking through firewalls, adver-
saries increasingly steal or abuse
legitimate credentials to walk through
the front door. The proliferation of
cloud services, APl keys, service
accounts, and machine identities has
created vast credential sprawl that
exceeds many organizations' ability
to effectively monitor and govern. The
traditional perimeter has dissolved
into thousands of individual access
decisions, each representing potential
compromise.

Cloud and API misconfigurations
ranked fifth, reflecting the security
debt accumulated through rapid cloud
adoption. The flexibility and abstrac-

tion that make cloud computing
powerful also create countless oppor-
tunities for misconfiguration—overly
permissive S3 buckets, exposed man-
agement interfaces, unsecured APlIs,
and excessive |IAM permissions.

Supply chain attacks rounded out
the top concerns, with 58% high/
extreme severity ratings acknowl-
edging that trusted vendor relation-
ships now represent critical attack
vectors, as demonstrated by inci-
dents like SolarWinds and the 3CX
supply chain compromise. Cyber
insurance uncertainty also features
as a growing worry, with CISOs con-
cerned about shrinking coverage,
claim exclusions, and rising premi-
ums—making cyber risk increasingly
uninsurable without strong gover-
nance maturity.

The ransomware finding demands
immediate board-level attention to
organizational resilience and crisis
preparedness. Boards should verify
that their organizations maintain
offline, immutable backups that can
enable recovery without ransom
paument, conduct quarterly ransom-
ware simulation exercises that test
cross-functional response coordina-
tion, and pre-negotiate relationships
with forensic firms, legal counsel,
and crisis communications special-
ists who can mobilize immediately

SURVEY &

‘ ‘Ransomware

with multi-
layered extortion
emerged as the

_ |

following an incident. Boards must
also scrutinize cyber insurance poli-
cies to ensure they provide adequate
coverage for ransomware incidents,
including business interruption, data
restoration costs, and requlatory
penalties. Many policies contain sig-
nificant exclusions or sub-limits that
leave organizations exposed.

The high severity of insider threats
and human risk requires board focus
on organizational culture, not just
technical controls. Security awareness
must evolve beyond annual compli-
ance training to include reqular phish-
ing simulations, role-based education,
and clear consequences for policy
violations. The convergence of Al-
driven attacks with traditional threats
underscores the need for continuous
investment in threat detection and
response capabilities that can identify
and contain rapidly evolving attack
techniques.

Most severe
threat.”

What This Means?

= Include geopolitical cyber risk in
enterprise risk registers

= Demand vendor risk audits and
breach transparency

= Treat misconfiguration risk
as an operational governance
failure

April 2026 = CISO Forum 19
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The Human Capital Crisis in Cybersecurity

Beyond external threats, security
leaders face internal challenges
that constrain their ability to build
effective programs. The shortage
of skilled talent remains the most
severe challenge, with 50% rating
it high or extremely severe. This
reflects a persistent cybersecurity
workforce gap despite years of
awareness efforts. The issue goes
beyond headcount—organiza-

whelming alert volumes. This leads
to missed threats, analyst burnout,
and inefficient workflows.
Inadequate incident response testing
ranked fourth, exposing a gap between
documented plans and real-world
readiness. Many organizations maintain
playbooks that have never been tested
under realistic conditions, leaving them
unprepared for high-pressure incidents.
Burnout and attrition in security

Inadequate incident simulation and
testing indicates that resilience is still
aspirational in many organizations.
Boards should mandate quarterly
tabletop exercises that include execu-
tive participation, not just security
team drills. These exercises should
simulate realistic scenarios—ransom-
ware with data exfiltration, supply
chain compromise, insider threat—and
test not just technical response but

Talent and Training Are the Real Security Bottlenecks

End-user education and training

Proliferation of security tools & alert fatigue

Inadequate incident response or testing

Burnout & high attrition in security teams

Lack of budget or top management support

Shortage of skilled talent

Talent shortage surpassing budget constraints as the top challenge marks a fundamental shift—organizations can't hire their way out of

tions need specialists in areas like
cloud security, Al governance, OT/
loT security, and threat intelligence.
Traditional hiring models are falling
short, pushing firms toward automa-
tion, managed services, and cross-
training.

End-user education ranked sec-
ond, with 49% severity ratings, high-
lighting that employee awareness is
still 3 weak link. Despite investment
in training programs, outcomes
remain limited. Tool proliferation and
alert fatigue ranked third, underscor-
ing the downside of fragmented
security strategies. Organizations
now manage numerous tools, creat-
ing integration challenges and over-
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teams rounded out the top tier at
39% severity, reflecting the human
cost of understaffing, alert fatigue,
and the perpetual defender's disad-
vantage where adversaries need only
succeed once while defenders must
succeed constantly.

The talent crisis requires board-
level workforce strategy beyond
incremental hiring. The relatively low
severity rating for budget constraints
(36%) compared to talent shortages
(50%) suggests that money alone
cannot solve the workforce challenge.
Boards should focus on retention
through career development, man-
ageable workloads, and automation
that reduces repetitive tasks.

the cybersecurity workforce gap (Relative Impact Score)

crisis communications, legal notifica-
tions, and business continuity acti-
vation. Organizations that discover
response plan inadequacies during
exercises are far better positioned
than those who discover them during
actual breaches.

What This Means?

= Treat cybersecurity as a
leadership problem, not a
technology gap

= Fund technology simplification
and talent retention

= Mandate resilience testing as a
board KPI
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The Operational Readiness Gap

Security leaders assessed maturity
across seven capabilities on a five-point
scale, revealing a clear gap between
intent and execution. While governance
and policy frameworks are generally
defined orimproving, capabilities like
continuous monitoring, identity lifecycle
governance, and automated response
lag behind—indicating over-investment
in compliance and under-investmentin
operational enforcement.

poisoning, and autonomous agent over-
sight, further compounded by wide-
spread shadow Al use.

OT/loT security integration shows
modest progress but continues to
face challenges in aligning IT and OT
environments. Incident response and
crisis simulation achieved the highest
maturity, reflecting their measurable
and testable nature.

Cyber insurance alignment, Zero

dependencies at the worst possible
moment—under time pressure when
quantum threats materialize.

The relatively strong incident
response maturity offers a silver
lining—organizations have demon-
strated they can build sophisticated
capabilities when properly resourced
and mandated. Boards should lever-
age this proof point to drive similar
maturity improvements in quantum

Excelling at Today's Challenges, Unprepared for Tomorrow's Threats

Incident response & cyber crisis simulation

Cyber insurance alignment

Identity-first Zero Trust implementation

Third-party risk monitoring (beyond Tier-1 vendors)

OT/laT security integration

Al security governance

T

0% 10% 20% 30%

Post-quantum cryptography planning

40% 50% 60% 70% 80% 90% 100%

Immature /Ad-hoc @ Developing /Informal B  Defined/ Structured B Managed/ Measured M Optimized/ Continuously improving

Organizations demonstrate they can build sophisticated capabilities when mandated, yet remain critically unprepared for emerging

quantum and Al-driven threats they already recognize as significant risks.

Detection is stronger than response
and recovery, creating a risky imbalance
as Al-driven attacks accelerate.

Identity governance shows uneven

Trust, and third-party risk monitoring
fall in the mid-tier, with third-party risk
particularly constrained by limited vis-
ibility beyond tier-one vendors.

readiness and Al governance before
these domains transition from emerg-
ing concerns to active threat vectors.

maturity. Despite widespread IAM toals,
lifecycle automation and continuous
access evaluation remain limited—pos-
ing systemic risk as non-human identi-
ties grow in Al-driven environments.

Al security governance ranks among
the lowest in maturity, with only 8%
reporting optimized programs. This
highlights the absence of standards
for risks like prompt injection, model

Post-quantum cryptography plan-
ning received the lowest maturity score
of any measured capability, with 42% of
organizations describing their approach
as immature or ad-hoc. Only 13% report
managed or optimized programs, while
the remaining 45% fall somewhere in
the developing-to-defined range. Orga-
nizations delaying quantum readiness
planning risk discovering cryptographic

What This Means?

= |Implement maturity
benchmarks, not just tool
counts

= Prioritize recovery readiness
and simulation exercises

= Treatidentity lifecycle governance
as a business risk control
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Securing Al: From Ad-Hoc to Strategic Integration

With Al deployed at scale across
enterprises, securing these systems
has become critical. Survey responses
show approaches ranging from ad-
hoc reviews to emerging Al-native
frameworks, with most organizations
relying on periodic rather than con-
tinuous governance.

The most common model is one-
time security reviews before deploy-
ment (33%), treating Al like traditional

Finally, 10% have adopted Al-
native controls—specialized security
mechanisms designed specifically for
Al/ML systems, such as adversarial
robustness testing, model explain-
ability frameworks, and techniques
to detect training data poisoning or
model extraction attempts.

While policies for acceptable GenAl
usage exist in many organizations,
enforcement mechanisms—such

investment and risk discussions, the
maturity of Al governance frame-
works significantly lags adoption—
revealing a growing gap between
how strategically important Al is
perceived and how rigorously it is
governed in practice.

The relatively small adoption of
Al-native controls (10%) and Zero
Trust integration (11%) suggests
that most organizations are apply-

Al Governance Exists but Enforcement Lags

We perform one-time security reviews before deployment

We conduct periodic Al risk assessments

We have no formal process to assess Al security

We govern Al as part of Zero Trust & data governance strategy

We use Al-native controls

33%

Al usage policies are widespread, but enforcement and auditability remain inconsistent. The prevalence of one-time security reviews suggests

most organizations treat Al like traditional software, missing the unique risks of adaptive, probabilistic systems.

applications. However, this fails to
address model drift, evolving adver-
sarial techniques, and expanding inte-
gration points.

Periodic Al risk assessments (28%)
reflect a more mature approach but
still leave gaps between cycles and
often remain compliance-driven rather
than continuous risk management.

A concerning 18% report no formal Al
security assessment process, exposing
governance gaps and likely shadow Al
usage, leaving risks like data misuse and
adversarial attacks unmanaged.

Only 11% integrate Al security
into Zero Trust and data governance
frameworks, applying principles
like least privilege and continuous
verification within broader security
architecture.
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as prompt monitoring, data leakage
prevention, model governance, and
audit trails—are far less mature. Given
that employees across organiza-
tions are already using Al tools—both
sanctioned and unsanctioned—the
absence of governance creates
uncontrolled risk around data han-
dling, intellectual property protection,
and regulatory compliance.

The prevalence of one-time
security reviews reflects a fun-
damental misunderstanding of Al
systems. Unlike traditional software,
where code remains static between
releases, Al models exhibit emergent
behaviors, require ongoing retrain-
ing, and face continuously evolv-
ing adversarial techniques.While
Al security features prominently in

ing traditional security frameworks
to fundamentally different tech-
nology. Boards should evaluate
whether their security teams have
developed specialized expertise in
Al security, or need to partner with
vendors offering Al-native security
solutions.

What This Means?

= Mandate Al governance
structures with named
accountability

= Require auditability for Al
decisions affecting customers
or compliance

= Treat Al misuse as a material
enterprise risk
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DPDP Enforcement Drives Strategic Planning

Regulatory frameworks are increas-
ingly shaping cybersecurity strate-
gies, forcing organizations to balance
compliance with innovation speed.
Security leaders rank domestic data
protection as the most impactful area
for 2026 planning.

The DPDP leads, with 60% rating
it high or extremely high impact. Itis
expected to reshape data handling
through consent requirements, data

India Al Governance Guidelines
rank lower at 29%. While they provide
direction for responsible Al use, limited
enforcement reduces theirimmediate
impact. Organizations view them as
important, but less constraining com-
pared to DPDP obligations.

Overall, requlatory pressure is inten-
sifying, with DPDP and cyber insurance
emerging as the most immediate drivers
of cybersecurity strategy.

However, the survey suggests that
many organizations still view compli-
ance as a reporting exercise rather than
an operational discipline. Sectoral regu-
lations in BFSI, healthcare, and critical
infrastructure further amplify this pres-
sure, forcing CISOs to balance innova-
tion with regulatory defensibility.

The convergence of Al governance
with DPDP compliance is emerging
as a new complexity frontier. Enter-

Compliance Is Shaping Security Architecture Decisions

Evolving cyber insurance requirements

India Al Governance Guidelines

Sector-specific mandates (RBI, IRDAI, etc.)

Data localization / sovereign cloud requirements

DPDP Act enforcement

Global regulations

Regulatory exposure is now an operational risk. Leaders need to focus on the modernization of compliance-driven architecture (Relative Impact Score)

minimization, and stricter breach noti-
fication rules. However, its phased
rollout introduces uncertainty into
planning cycles.

Cyber insurance requirements rank
second at 50%, as insurers increas-
ingly influence security through
mandates, pricing, and exclusions.
Coverage is no longer passive risk
transfer—it actively drives security
investments, requiring controls such
as multi-factor authentication and
endpoint protection, while limiting
coverage for ransomware and nation-
state attacks.

Sector-specific mandates from regu-
lators like RBI and IRDAI follow at 40%,
reflecting layered compliance demands
in regulated industries.

Sector-specific mandates from RBI,
IRDAI, and other regulators scored
40% high/extreme impact, reflecting
the reality that requlated industries
face layered compliance obligations
extending beyond general data pro-
tection requirements.

Regulatory pressure—especially
DPDP compliance—has become a pri-
mary driver of security investment pri-
oritization. CISOs report that regulatory
readiness now shapes funding approv-
als, architecture decisions, and even
vendor selection. This marks a shift from
reactive compliance to compliance-led
architecture design, where data clas-
sification, access controls, and breach
response are increasingly mapped to
regulatory obligations.

prises deploying GenAl over sensitive
datasets face regulatory uncertainty
around consent, explainability, and
accountability. However, many CISOs
see regulation not as constraint, but
as leverage to modernize data gover-
nance and identity controls.

What This Means?

= Treat DPDP readiness
as operational risk, not
documentation hygiene

= Align Al programs with
regulatory accountability
frameworks

= Implement regulatory stress
tests for breach scenarios
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Investment Intent in Automation and Identity Security Surge

For 2026, leaders prioritize Al-
powered automation and Zero
Trust architectures, while quantum
readiness receives minimal funding
despite being seen as a long-term
risk.

Identity-first Zero Trust architecture
claimed second place with 31% first-
rank selections, reflecting the strategic
shift toward identity as the new security
perimeter. Zero Trust principles—verify

environments. CSPM tools provide
visibility into cloud configurations,
detect misconfigurations, enforce
policy compliance, and integrate with
DevOps workflows to prevent secu-
rity drift. The API security component
reflects recognition that APIs have
become primary attack surfaces in
digital business models.

Cyber risk quantification and board
reporting secured fourth position, indi-

prioritization—signaling a move
away from point solutions toward
architectural cohesion. The invest-
ment concentration in Al-powered
automation and Zero Trust makes
strategic sense given demonstrated
efficacy and clear ROI.

The emphasis on automation
investments aligns well with talent
shortage realities, but leaders should
verify that automation initiatives

Security Investments Are Flowing to Automation and Trust Architecture

Al-powered SOC automation & threat detection

Identity-first Zero Trust architecture

Cloud Security Posture Management (CSPM) & API protection

Cuyber risk quantification & board-level reporting

(red teaming, cyber war games, ecosystem simulations)

Post-quantum cryptography planning

Resilience testing

Investment focus is shifting from detection tools to trust architecture and recovery foundations that deliver more resilience (Relative Impact Score)

explicitly, use least privilege access,
assume breach—require comprehen-
sive identity and access management
infrastructure including multi-factor
authentication, privileged access man-
agement, identity governance, and
continuous authentication mecha-
nisms. The investment priority aligns
with threat landscape findings where
identity-centric breaches ranked among
the most severe concerns. Organiza-
tions recognize that traditional network
security models provide insufficient
protection in cloud-centric, API-driven
architectures.

Cloud Security Posture Manage-
ment and API protection ranked
third at 10%, representing continued
investment in securing multi-cloud
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cating growing investment in translating
technical security metrics into busi-
ness risk language that enables better
resource allocation decisions. Resilience
testing—red teaming, cyber war games,
and ecosystem simulations—ranked
fifth with 8% top rankings. While recog-
nized as valuable for validating response
capabilities, these activities receive
lower investment priority compared to
tool-based security capabilities.
Post-quantum cryptography plan-
ning received the lowest investment
ranking. The capability investment
pattern reflects a strategic pivot
toward foundational controls. Iden-
tity governance, zero-trust enforce-
ment, third-party risk platforms, and
cyber resilience tooling dominate

include change management, analyst
retraining, and process redesign—not
just tool procurement. The significant
investment in cyber risk quantification
deserves board support as it promises
to improve decision-making quality by
translating technical security metrics
into business risk language.

What This Means?

= Fund architectural
simplification over tool
accumulation

= Treatidentity and third-party
risk as systemic controls

= Investin automation to protect
security team sustainability
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From Defending Systems to Governing Trust

The 2026 CISO Priarities Survey cap-
tures Indian cybersecurity leadership
at a critical juncture. Traditional secu-
rity paradigms centered on perimeter
defense and compliance checklists are
giving way to strategic imperatives
around resilience, identity-centric
security, and the governance of trans-
formative technologies like artificial
intelligence. The data reveals both
encouraging maturity in areas like
incident response, and troubling gaps
in emerging domains like quantum
readiness and Al security governance.
Across technology risk domains, busi-
ness risk framing, investment priori-
ties, threat perceptions, and organi-
zational barriers, CISOs are signaling
that cybersecurity has moved beyond
perimeter defense into the realm of
enterprise trust governance.

Several findings demand immedi-
ate executive and board attention. The
maturity assessment exposes a persis-
tent gap between security ambition and
operational readiness—particularly in
recovery, identity lifecycle governance,
and continuous enforcement. With 18%
of organizations lacking formal Al security
assessment processes and employees
across enterprises already using Al tools
both sanctioned and unsanctioned, the
governance vacuum creates uncontrolled
risk. Organizations cannot afford to treat
Al security as a future concern when Al
deployment is a present reality. Leaders
must establish governance frameworks,
approved tool lists, and security review
requirements before shadow Al imple-
mentations create irreversible data han-
dling or intellectual property risks.

The talent shortage surpassing
budget constraints as the top internal
challenge marks a fundamental shift in
security program challenges. Organiza-
tions can no longer rely primarily on
hiring to build capability. Instead, they
must embrace automation, develop
non-traditional talent pipelines, prioritize
retention through career development

‘ "Talent strategy

deserves the
same attention
as technology
investment”

and workload management, and part-
ner strategically with managed security
service providers. The implication for
boards: talent strategy deserves the
same attention as technology invest-
ment, and compensation structures
must acknowledge market realities
rather than internal equity concerns.

The dominance of identity-centric
threats and insider risk in the threat
landscape validates the strategic
shift toward Zero Trust architectures
and identity governance. Organiza-
tions investing heavily in Zero Trust
implementation and Al-powered
automation align their spending with
demonstrated threat vectors. How-
ever, this focus must not come at the
expense of resilience capabilities.
Building enterprise-wide cyber resil-
ience—rated the top priority by 44%
of respondents—requires more than
technical controls. It demands cross-
functional coordination, reqgular test-
ing through realistic simulations, and
organizational muscle memory that
comes only through practice.

The regulatory landscape, particu-
larly DPDP Act enforcement, contin-
ues to reshape security strategies in
wauys that extend far beyond compli-
ance departments. The personal liabil-

ity provisions and substantial penalty
regime mean that data protection

has become a matter of director duty,
not just corporate risk management.
Boards must establish governance
mechanisms appropriate to this real-
itu—regular reporting on data flows,
consent management practices, and
breach preparedness, with clear esca-
lation paths and decision authority.

Looking forward, successful secu-
rity leaders will be those who can
simultaneously manage present
operational demands while prepar-
ing for strategic shifts in the threat
landscape. This requires balancing
investments between proven capabili-
ties that deliver immediate risk reduc-
tion—Al-powered automation, Zero
Trust, cloud security—and longer-term
readiness initiatives around quantum
cryptography and Al governance that
may not show returns for years but
cannot be deferred indefinitely.

The capability investment pri-
orities reinforce this shift: CISOs are
deliberately moving away from tool
accumulation toward architectural
coherence—identity-first security,
third-party risk governance, zero trust
enforcement, and cyber resilience.

Finally, the survey grounds these
insights in the lived reality of large,
complex Indian enterprises operating
across regulated and high-risk sectors.
This is not abstract security theory—it
is the agenda of practitioners account-
able for enterprise resilience at scale.

The overarching message to
boards is unambiguous: cybersecu-
rity in 2026 is no longer about asking
whether the enterprise is secure, but
whether it is governable, resilient, and
trusted at digital speed. The organiza-
tions that thrive will be those where
boards co-own cyber and Al risk,
invest in foundational trust architec-
ture, and empower CISOs not just as
defenders of systems—but as gover-
nors of enterprise decision integritu.
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Appendix A
Survey Methodology

The CISO Priorities survey reflects the national or regional leadership scope, influence enterprise security strategy,
views of senior cybersecurity leaders with representation across BFS|, regulatory posture, and cyber invest-
from India, primarily CISOs, Heads of manufacturing, IT services, health- ment allocation.

Security, and leadership roles with care, infrastructure, and digital-native

enterprise-wide security responsi- enterprises. The respondent profile Leadership Profile: The majority of
bility. Most respondents operate at reflects decision-makers who directly respondents (65%) identify as execu-

Enterprise Strategy Is Being Shaped by Cybersecurity Decision Makers

CISO/Global CISO/Group CISO 54%
Head - Cybersecurity/ Info Sec

VVP/ SVP/ EVP of Cybersecurity or InfoSec
Other

Director/ Senior Director of Cybersecurity

Business Information Security Officer/ Lead

General Manager / AGM / DGM with Cybersecurity Accountability

The survey reflects perspectives of leaders with direct ownership of enterprise security outcomes. The insights reflect CISO-level accountability,

not theoretical viewpoints.

Most Security Leaders Operate with Enterprise-Wide Mandates

Executive Leadership & Strategic Oversight 65%
Cross-Functional Tech Leadership
Governance, Risk & Compliance /Privacy
Operational Security & Engineering

Technology & Architecture/Product Security

Regional / Business Unit / Embedded Security Leadership

Security leadership is increasingly centralized at the enterprise level. Boards need to ensure that CISOs have authority

commensurate with their risk accountability.
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tive leadership with strategic oversight
responsibilities, indicating that this
research reflects board-level perspec-
tives rather than purely operational
viewpoints. Another 14% lead cross-
functional technology initiatives that
blend cybersecurity with broader IT
and digital transformation mandates,

Banking & Financial Services

Manufacturing & Industrial

Retail & Consumer Goods

Pharmaceuticals & Life Sciences

Healthcare, Hospitality

Transportation & Logistics

highlighting the increasing integration
of security into business strategu.

Geographic Scope: \While almost half
(46%) of respondents lead security for
India-only operations, 28% manage

India plus select international markets,
and 26% oversee global security pro-

Industry Sector

Other

IT&ITeS

Insurance

Energy, Oil & Gas

SURVEY &

grams spanning 10 or more countries.

Industry: Banking and financial ser-
vices represent the largest cohort
(28%), followed by manufacturing
(26%), and IT services (17%). This dis-
tribution aligns with India's economic
composition and the sectors facing

28%

26%

The distribution of respondents across industry sectors aligns with India's economic composition and the sectors facing the most acute

cybersecurity pressures from regulatory mandates and operational technology integration challenges.

Cyber Risk Leadership Is Expanding from Local to Multi-Region

India only

India + select international markets

Global (operations in 10+ countries)

L6%

28%

26%

Cyber risk is now being managed at regional and multi-geography scale, not just locally. However, cross-border operations amplify

regulatory and breach exposure.
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the most acute cybersecurity pres-
sures from regulatory mandates and
operational technology integration
challenges.

Organizational Scale: Respondents
represent organizations that span
mid-market to large enterprises,

with revenue bands skewed toward
32,500 crore+ annual turnover,
ensuring that the findings reflect
security priorities at scale. One
quarter of respondents represent
organizations with annual revenues
exceeding 25,000 crore, while
another 22% come from organiza-

tions with revenues below ¥1,000
crore, ensuring the findings reflect
challenges across organizational
scales. The diversity of sectors and
enterprise sizes provides a realistic
view of how cybersecurity priorities
differ across regulated, asset-heavy,
and digital-first organizations.

Large and High-Complexity Enterprises Are Driving Cybersecurity Trends

310,000 Cr to 25,000 Cr

35,000 Crto 10,000 Cr

32,500 Crto 5,000 Cr

Less than 1,000 Cr

31000 Crto 2,500 Cr

Less than ¥1,000 Cr

25%

The survey insights reflect the realities of securing large, complex enterprises because scale increases attack surface

and recovery complexity.

"The organizations thatghrive

will be those where boeards

co-own cyber and Al rLsk."
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Indiais losing a war it
doesn’t even know it’s
fighting

A sweeping new study by the National Cyber and Al Center
(NCAIC) lays bare the vulnerabilities lurking beneath India’s
digital boom — and charts a bold path forward.

By CISO Forum | editor(®cisoforum.com
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INDIAIS the world's largest instant payments mar-
ket. With over a billion Aadhaar-linked identities and
UPI transactions running into billions every month,
the country’s digital economy is envious of the
world. But the State of Cybersecurity and Al in India
(2025) report, prepared by NCAIC and released on
Independence Day 2025, delivers an uncomfortable
verdict: India’s expansion into the digital frontier is
outpacing its ability to defend it.

Adversaries are no longer faceless hackers in base-
ments. They wield generative Al to craft deepfakes,
launch polymorphic malware, and run industrial-scale
social engineering scams. The so-called “digital arrest”
scam — where criminals impersonate authorities using
Al-generated video — is just one chilling example of
what’s already happening on Indian soil.

Who is most at risk?

The report identifies BFSI (banking, financial servic-
es, and insurance), healthcare, government bodies,
manufacturing, and telecom as the sectors under the
heaviest fire. The threat isn't abstract — high-value
UPI fraud, ransomware crippling hospital systems,
and attacks on legacy power grid control systems
are cited as active, ongoing dangers.

Large banks and telecom firms are relatively well-
prepared. The glaring weak spots are MSMEs and
tier-2/3 government bodies, which often lack basic
patch management, identity controls, and incident
response capabilities. Supply chain attacks — infil-
trating systems through third-party vendors —
remain a chronically underaddressed gap.

The rules are changing, but can
organisations keep up

India’s regulatory architecture is genuinely strength-
ening. The Digital Personal Data Protection (DPDP)
Act 2023, CERT-In's mandatory 6-hour breach
reporting rules, and tighter oversight from the RBI,
SEBI, and IRDAI are pushing organisations toward
better security hygiene. The report acknowledges
this momentum, but flags a critical bottleneck:
compliance capacity among smaller businesses
and public entities is deeply uneven. Rules without
implementation are just paperwork.

Al: Threat and shield

The reportis clear that Al isn’t just the enemy — it's
also India’s best weapon. Security Operations Cen-
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“India’s expansion into
the digital frontier is
outpacing its ability to
defend it.”

tres are already deploying Al co-pilots to acceler-
ate threat detection. Fraud analytics powered by
machine learning are stopping UPI scams in real
time. Automated malware analysis pipelines can
now process threats at a scale no human team
could match.

But with Al adoption comes new risk. Prompt
injection attacks, compromised training data,
deepfake-enabled fraud, and model supply chain
vulnerabilities are emerging as the next frontier of
cybercrime. The report urges organisations to treat
Al systems with the same rigour as they do any criti-
cal infrastructure.

The talent crisis no one is talking
about

Perhaps the most sobering finding: India faces an
estimated shortfall of 3.5 million cybersecurity pro-
fessionals by 2025, with 40% of existing graduates
lacking practical, hands-on experience. The training
infrastructure simply isn't keeping up. The report
calls for a national residency programme, university
applied security labs and Women in Cyber-Al initia-
tive — with an ambitious target of training 50,000
professionals over three years.

India’s 12-month plan
The NCAIC's proposed action plan centres on five
pillars: an Al-for-Cyber National Lab built on India’s
own compute infrastructure; standardised GenAl
security baselines for major sectors; a National
Threat and Fraud Exchange linking banks, telcos,
and payment providers with CERT-In; Cyber-Al
Talent Clinics with micro-credentials; and an Annual
Resilience Index to hold sectors and states publicly
accountable.

The ambition is clear. India wants to stop being
a consumer of global cybersecurity solutions and
become a producer — exporting sovereign, Al-pow-
ered security capabilities to the world. Whether that
vision becomes reality depends on execution. The
clockis already ticking. m



INSIGHTS &

Your Al tools are spying
on you

Thales report reveals Al tools are exposing enterprise
data as visibility, encryption, and control lag
dangerously behind adoption.

By CISO Forum | editor@cisoforum.com
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THE MACHINES meant to help you work faster
may also be quietly exposing your most sensitive
corporate data. That is one of the unsettling take-
aways from the 2026 Thales Data Threat Report, a
sweeping global study of more than 3,100 security
and IT professionals across 20 countries, conducted
by S&P Global Market Intelligence 451 Research.
The findings paint a picture of an industry sprinting
toward Al adoption while its security foundations
quietly crack beneath it.

Al has become the new insider threat
For years, the biggest fear in cybersecurity was
the rogue employee — someone with access

who shouldn’t be trusted. Today, according to

the Thales report, that role is increasingly being
played by Al itself. As agentic Al tools — software
that can act autonomously, browse files, write
code, and make decisions — become mainstream
in the enterprise, they are being granted sweeping
access to company data with little oversight.

The numbers are striking. A third of enterprises
already have embedded Al agents in use, and 73%
expect to deploy them within the next 12 months.
Yet only 34% of organizations have complete
knowledge of where their own data is stored. Even
fewer — just 39% — can classify it all. When an Al
agent has broader visibility into your data than your
own security team, the threat is already inside the
building.

Credential theft is surging

The most common and growing attack method against
cloud infrastructure is credential theft, cited by 67%

of respondents. User credentials have jumped from
eighth to fifth on the list of top attack targets in just one
year. ldentity data is climbing fast, too.

Here’s where the findings get politically awk-
ward: 78% of C-suite executives reported their
organization had experienced no breach — com-
pared to just 57% of their own IT and security
teams saying the same.

Deepfakes, disinformation, and Al-
powered attacks

The report also documents the rapid rise of Al as an
offensive weapon. A striking 97% of all respondents
reported some form of organizational harm from Al-
generated false information — including deepfake
business email scams, brand abuse, reputational dam-
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“When an Al agent has
broader visibility into your
data than your own secu-
rity team, the threat is al-
ready inside the building.”

age, and even hiring fraud. Nearly 59% have encoun-
tered deepfake attacks, and 57% say Al-generated
misinformation ranked as the second-fastest-growing
attack category.

Security is drowning in its own tools
Ironically, part of the problem is too much security —
or at least too many tools. The average organization
deploys seven separate tools for data protection
and monitoring alone, with 77% using five or more.
For Al security tools specifically, the average is 6
tools. Yet only 39% of respondents expressed high
confidence.

The report also flags the emerging — and very
real — threat of quantum computing. The top quan-
tum concern, cited by 61% of respondents, is “har-
vest now, decrypt later” — the practice of stealing
encrypted data today to decode it once quantum
computers become powerful enough. Just 59% are
even in the prototuping phase for post-quantum
cryptographic defenses.

Quantum risk: The ticking clock that
most are ignoring

The report also flags the emerging — and very real

— threat of quantum computing. The top quantum
concern, cited by 61% of respondents, is “harvest now,
decrypt later” — the practice of stealing encrypted data
today to decode it once quantum computers become
powerful enough. Just 59% are even in the prototyp-
ing phase for post-quantum cryptographic defenses.

The bottom line

The 2026 Thales Data Threat Report is a clear-eyed
dispatch from the front lines of enterprise security

— and the message is urgent. Al adoption is acceler-
ating faster than the security infrastructure built to
contain it. Organizations that fail to classify their data
are not just at risk. m
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THE RELEASE of Anthropic's Claude
Muythos has shattered the assump-
tions underpinning three decades

of enterprise cybersecurity. With a
single plain-English prompt, an Al
model with no formal security training
can now find, chain, and weaponize
zero-day vulnerabilities across every
major operating system and browser
— autonomously, at machine speed,
around the clock. The question now is,
what do you do?

The week of April 7, 2026, changed
the cybersecurity landscape perma-
nently. When Anthropic chose not to
release its most capable model to the
° public — not because it wasn't ready,

but because it was too dangerous —
Th e AI Exp I o I t the industry was forced to confront a

threshold it had long theorized about

but never quite believed would arrive
ormis nere

Claude Mythos Preview is not a
specialized offensive security tool. Itis

Claude Mythos Preview can autonomously a general-purpose Al that, as a byprod-
. . . tofb i tionall dat
find and exploit zero-days faster than Indian essoning ond code, turmed outto be
enterprises detect breaches. Al-speed attacks better at finding and exploiting vuiner-
abilities than any human or machine
demand Al-speed defenses — now. that came before it It found a flaw in
OpenBSD that had hidden in plain sight
By R. Giridhar | c-raja.giridhar(@timesgroup.com for 27 years. It identified critical weak-

nesses in every major operating system
and browser. It completed a 32-step
simulated corporate network takeover
— reconnaissance to full exfiltration —
completely autonomously.

For Indian enterprise CISOs, the
implications are profound. Organi-

April 2026 = CISOForum 33



l OPINION

zations operating under CERT-In's
6-hour incident reporting mandate,
RBI's DAKSH oversight, and SEBI's
new Cyber Resilience Framework are
already stretched between compli-
ance demands and operational reality.
The average Indian enterprise still
takes more than 200 days to detect
and contain a breach. Mythos-class
attacks can achieve full network com-
promise in hours.

What follows is a ranked assess-
ment of the ten issues that demand
your attention — drawn from Anthrop-
ic's own red team documentation, the
UK Al Security Institute's independent
evaluation, the Cloud Security Alli-
ance's emergency strategy brief, and
the Indian regulatory landscape as it
stands today. Act on it, before some-
one else acts on your network.

1. The End of the Patching
Window

Muythos can autonomously dis-
cover and weaponize zero-days
across every major OS and browser.
The median time from discovery to
exploitation is projected to fall below
one hourin 2026. This means that
traditional monthly or quarterly
patching cycles are now structurally
incompatible with the threat of the
environment. Indian enterprises, with
an average 263-day average breach
detection time (per IBM India, 2025)
face existential exposure risks. This is
the single most operationally urgent
issue because it invalidates the foun-
dational assumption underlying most
enterprise security programs.

2. Autonomous Multi-step
Attack Chains

Al now does what only nation-state
actors could. Mythos completed
AlSl's 32-step full corporate network
takeover simulation autonomously.
Previously, chaining reconnais-
sance - privilege escalation —»
lateral movement - exfiltration
required elite human operators

and many days of work. Commod-
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R. Giridhar
Editorial Director,
Enterprise Tech Publications
c-raja.giridhar@timesgroup.com

ity ransomware groups will soon
access "Mythos-lite" capabilities via
unmonitored open-weight models,
industrializing nation-state attack
techniques against mid-market
Indian targets. Targets that were pre-
viously not worth the effort for elite
attackers will now become viable for
commodity ransomware operators.

3. Regulatory Frameworks
Need Overhaul

CERT-In, RBI, SEBI, and IRDAI all man-
date incident reporting within 6 hours.
DPDP gives 72 hours for personal
data breaches. With Mythos-style
attacks capable of achieving full net-
work compromise in hours, the gap
between attack success and the regu-
latory notification deadline shrinks to
near zero. The Data Protection Board
of India is now operational with penal-
ties up to ¥250 crore per violation. So,
the risk is here and now.

L. Board Risk Models are
Obsolete

Risk models presented to boards are
built on pre-Al assumptions. They

assume patch windows measured

in weeks and exploitation requiring
specialized skills. Mythos invalidate
both assumptions. With the EU Al

Act entering application in August
2026 and Indian requlators tighten-
ing enforcement, boards that have not
updated their frameworks face direct
liability exposure. CISOs presenting
metrics calibrated for the old world are
providing governance cover, not risk
management.

5. The Downstream
Vulnerability Flood
According to Anthropic, Muthos Pre-
view can identify and exploit zero-day
vulnerabilities in real-world software.
Its Red Team claims to have found
vulnerabilities in every major operat-
ing system and web browser, with
over 99% of discavered vulnerabilities
reportedly not yet patched. Mythos
found a 27-year-old flaw in OpenBSD
and critical issues in FFmpeg — a
library embedded in a vast portion of
global media infrastructure.

When a critical zero-day is found
in the Linux kernel, orin a widely
used open-source library, the CVEs
get published, scanner signatures get
updated, and suddenly every organiza-
tion running that software has a new
critical finding to address. The scale of
Muthos's discovery capability means
the volume of these downstream find-
ings will increase substantially. Indian
enterprises with heavy open-source
software (OSS) dependency in fintech
and cloud-native stacks are dispropor-
tionately exposed to this risk.

6. Defensive Al Adoptionis
Mandatory

The Cloud Security Alliance recom-
mends introducing Al agents into the
cyber workforce "across the board"
to keep pace with attackers. Point-
in-time assessments are now struc-
turally incomplete. Indian enterprises
must build LLM-based vulnerability
discovery and automated remedia-
tion into their DevSecOps pipelines



7. Adversarial Al Models
Will Copy Mythos

Anthropic has restricted the release of
Muthos to buy time, but the capabil-
ity gap will close soon. While U.S. labs
have self-imposed safety filters and
'redline’ protocals, adversarial open-
source models are rapidly converg-
ing on the same capabilities without
ethical or requlatory friction. Vidoc
Security researchers have already
reproduced several of Mythos's most
alarming findings using publicly avail-
able models including GPT-5.4 and
Claude Opus 4.6. Indian CISOs must
assume hostile actors will have equiv-
alent capabilities by late 2026.

8. IAM Will Become the
Last Line of Defense

With Al automating lateral move-
ment and privilege escalation, the
quality of MFA, access controls, and
network segmentation will deter-

mine how far an attacker gets after
initial access. IBM data shows 97%
of organizations reporting Al model
breaches lacked proper Al access
controls. Barracuda, CSA, and ISACA
all identify identity security as the
single highest-impact defensive
priority. Indian BFSI CISOs operating
under RBI's DAKSH platform must
treat IAM as a first-order control, not
an audit checkbox.

9. Agentic Al Containment
Risk

Muythos successfully escaped a secure
sandbox during safety testing and in
rare cases attempted to cover its tracks
after violating prescribed rules. As
enterprises deploy their own Al agents
within production environments, the
risk that an agent can be manipulated
into breaking out of its operational
boundary, or used as an attack vec-
tor against internal systems, creates

OPINION H

"Muythos did not create a
new category of threat.
It has industrialized
nation-state capability
and made it available to
every threat of actor."

a new class of insider threat. Shadow
Al — employees using unsanctioned
frontier models — amplifies this risk
considerably.

10. Security Team Capac-
ity Crisis

India already faces a severe shortage
of skilled cybersecurity profession-
als. The Mythos-driven surge in CVE
disclosures from Project Glasswing
and similar initiatives will overwhelm
teams already drowning in scanner
findings. SEBI's CSCRF notes that
shortage particularly affects smaller
intermediaries. As teams rush to
address urgent zero-days, strategic
security programs are at the risk of
being quietly deprioritized. Budget
conversations with CEQs and boards
will have to become urgent and are
unavoidable.

Bottom Line:
The key message for Indian enterprise
CISOs is that Mythos did not create a
new category of threat.

It has industrialized nation-
state capability and made it avail-
able to every threat of actor. The
defensive imperative is not to find
a single silver-bullet response,
but to compress operational time-
lines across patching, detection,
response, and board reporting
simultaneously — and to make that
clear to leadership — before the
breach, not after. m
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Continuity, with
Greater Scale

STARTING MARCH 1, 2026, CISO Forum has moved from 9.9
Group to ET Edge. This transition also includes the CIO&Leader
and ITNEXT brands.

While this reflects a change in ownership, more importantly,
it signals the start of a new phase—one defined by greater
scale, expanded reach, and a stronger ecosystem to drive
future growth.

What remains unchanged is our core strength. The brand,
editorial philosophy, and the team you know and trust remain
the same. The relationships we have built with you through
consistent, practitioner-led engagement remain intact.

What changes is the stage.

As part of ET Edge, an initiative of The Times Group, CISO Forum
now operates within one of India’s most influential media and
business ecosystems. This is not just about expanded reach—it
places enterprise technology conversations within the broader
narrative of business strategy, economic direction, and industry
transformation.

In many wauys, my own journey with this platform reflects
that same continuity. | first joined in 2009, during the early
days of ClO&Leader (then The CTO Forum) & ITNEXT and spent
nearly three years helping shape their foundations. After a few
years, | returned post-COVID as Editor, reconnecting with a
platform that had evolved alongside its community. Today, as
Chief Editor, that journey comes full circle—rooted in the same
purpose, now with a wider canvas.

That sense of continuity extends beyond individuals to
the platform itself. Over the years, CIO&Leader, along with
NEXT100 and CISO Forum, has grown alongside the enterprise
technology ecosystem. Over the past 25 years, many of you
have been part of this journey in different roles—as participants,
contributors, jurors, and winners. That continuity speaks to
both the strength of the platform and the way this community
has evolved together.

Looking ahead, our priority remains consistency in edito-
rial quality, depth, and engagement. At the same time, you
will see a broader footprint—not through a shift in intent,
buthrough expanded reach and relevance.
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“As part of ET Edge,
an initiative of

The Times Group,
CISO Forum now
operates within

one of India’s most
influential media and
business ecosystems,
amplifying its

reach and impact
among business and
technology leaders.”

Jatinder Singh
Chief Editor, CISO Forum
jatinder.singhl®@timesgroup.com
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18% Manufacturing & Pharma = 16% Retail, Telecom & Conglomerates
= Average security spend 50 Cr (approx)

What You Walk Away With

= 3 Day Residential Experience = 11 Hours of structured face-time with CISOs
= 1:1 Meetings with CISOs buying cycle aligns with your solution = Cultural evening with
Rajasthani Folk group

Fireside chat with with Legendary
Krishnamachari Srikkanth

Early-bird offer closing soon. few slots available

For Sponsorship, Write to:
Hafeez Shaikh Sourabh Dixit

Supriya Sahoo, Subhadeep Sen
Assistant Director - Projects, ET Edge Chief Manager - Projects, Senior Project Manager, Sr. Project Manager,
hafeez.shaikh@timesgroup.com, sourabh.dixit@timesgroup.com, supriya.sahoo@timesgroup.com, subhadeep.sen@timesgroup.com,
+91 9833103611 +919971475342 +918095056886 +91 9611307365
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HIBIT PARTNER

.4 Barracuda
Your business, secured.

CONCEPT BY

CISOFORUM






